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HERFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEIHEFERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
"Limit" : 20,
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‘Timestamp' : 1465185768,
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}
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KIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12
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GETcvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=
0&Region=gsqy&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-1
2

24, EpSREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFRFRHTES | ARKBEMNE S RER Base6s #H1T4R
13, BIERIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886
&Offset=08&8Region=gsqy&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2
017-03-12;

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
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ERRCERRIHESTAN , IR ARG TERIIE , BRNERHS6IFHhaI—EEE.

3. ERRIRG

ERRIS R BT REEIRIFNIBRESEH , FEXNHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ti5RTFEMSRAER URL,

AR MRAFREKRSERR GET , BiEBR7A:%8 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiERK
RAEERSHEIREM URL RS , SHRMN-ASARERIG. IF ASCI FRHE URL RISAIFREStLL UTF-8 #7488,

IR FLREIESH http BEREESFTESEHT urlencode , ZEXMMEN T , MATREXIERBHIT URL 3T , BUAX URL 4
HEeSHERLM.

IR RthSBUEbBEAR{ TR , MESRA RFC 3986, 5 %XY MEHFRPUINFHTES RS , HP XY A7
(0-9 KB A-F) , BRINSE5IRER.

4. BZEM
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AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIPAFRE
AuthFailure.SignatureFailure ER2HER

RS - (28 =Fa %26 1 H78

=i



X BIHSTCE SRS

RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE ( RE= APl Z3EZEAY )

5. BRIER

TESCRRIAFE API 3.0 BY , HEFFFERAEEMNIZE TS SDK 3.0 |, SDK 3 TERMNIRE |, FFRR R Mg EAEOR, #M(E
B&0 SDK 'y, YEiiEmiRE=Hs -

e Python

* Java

* PHP

e Go

* JavaScript
e .NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERMN | TRTAIBRERA SDK.

REEHHAY url 788 https://cvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=gsqy&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Sign
ature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RGIPRIERREERT , HESE AR RS LR E , ELNSREILE url FEXESERPHIAHER curl Fa BRI RIREIEN
HiR | SR, ATEEI—NILUERRER url |, FEESCRAIFH Secretld F SecretKey NESTAIZA , FERRFLRIATERLF
79 Timestamp .

IR ETEARGF  ARREES  EER—ESEXITERIR url JREEEMAR , RMASHNINFARE | (EXHANIER
. RERESHEE  BERITTHIERRIA.,

ER  LIMURS(ERT APL 3.0 , FEEEEATHEMNERRE , BIERIERN APl , ATFEATERBRSNERTEER | Bl
XS R AYSERR S AL A

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretkKeySpec);
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byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);
}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.gsesgpucloud.com/?");

/] EBNERGSEHTFIAR | i FTreeMap{RIEIE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.gsesgpucloud.com/?");

// EFRBEKRurlRIT SRR S EEK

for (String k : params.keySet()) {

/] BEXSEKEBB Turlencode , BT keyEBRENFH , #ltA XS Hvaluei#fTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABEIHEF

// SERRE RS R 2 EERRREEL , 5170 - params.put("Nonce”, new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // NS

// SEFRE R S FR RS =5R0H08 |, FIa0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"HS#

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // "E5#1

params.put("Action”, "Describelnstances"); // "3&#

params.put("Version", "2017-03-12"); // AEESH

params.put("Region”, "gsqy"); // AEESH

params.put("Limit", 20); // \/55&#1

params.put("Offset", 0); // AZS#L

params.put("Instancelds.0", "ins-09dx96dg"); // W$E&%1

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // ~+t
24

System.out.printIn(getUrl(params));

}

}

Python

SR | ANERETE Python 2 IMBHIEIT , BB requests (RIE :  pip install requests

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

RS - (28 =Fa 528 1 #H78
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def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.gsesgpucloud.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'gsqy’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# A SOBRRER |, BINfERTREF =41t 2,

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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w2 S8
EOZERV3
B SE#ATE: 2024-12-21 13:01:30
IZEZFE API & MARERETEHIGIE , BIEMEREBFERE Qﬁlﬁ?ﬁﬁﬂPﬂéxg{% 2 ( Signature ) LASHIEERESH.

LR ERHRTEEIIER , T2FIEEE Secretld 71 SecretKey ; ERFIRRBLZEEIE | BRIF=APIZHEIUERE , SUEEEAR=
APIEO.

‘EEI—‘—I =3
1. HiEREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FBF#rR APL ERESHD
o SecretKey FIFINEEE Z B IRS S MICIESE FRTBRINZA.
* FFPMTFISRERSREIL , BaittiE,

FRIELZEFIFNERSBIT ¢
1. BRICE=FREEP RIS,
BIF=APIZSBRYIEHI B TRE
3. E=APIZSATRE , =5 [#r3E] BIAJLAGIE—XdSecretld/SecretKey

IR AREKSRESELUABRNT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data P | json IEXERARTBISEOSTE , multipart 18z
REFEWSEONE , WHZEORREERR json 8UER , SF BRSO RA,

THEURRSHREA MNXEGFIRIEAFIF  SEBRNMBERRHEITRE. BAWBERTERSTAZIZRPANSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , A&RffshA GET ;

WIS (B =FE 5530 I 78T
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e CanonicalURI : URI 24 , API 3.0 EEANIERIAT (/)

* CanonicalQueryString : &2 HTTP i&k URL FRIEIAFRE , XF POST iEK , EIEATFRE , }WF GET &Kk , U URL
FEE (?) EENFEEFERS , AnFEYES : Limit=10&0ffset=0, j¥& : CanonicalQueryString EE43 URL 4RI,

e CanonicalHeaders : £25&8Fr0LEYEE | ZEE host F content-type FINLER , BRI IIANBENAIELESEER LIRS
SiEROE—MINZ S M. HHEMN : 1) k38 key 0 value H—EE/NE |, HERERESTH , 1RIR key:value\n 183 ; 2) £
ASLER | RERLER key (/NE ) ROFEEHAEFB THHE. WA @ content-type:application/x-www-form-
urlencoded\nhost:cvm.gsesgpucloud.com\n

* SignedHeaders : £25&ZAFMER | IRBALLXIERBMLLIS S5 TSR , #1 CanonicalHeaders B ZRILE NEE—XIM
A9, content-type #1 host Joisskat. HHEMIN : 1) LEB key H—ERNG ; 2) B1KEB key (/INB ) 1RERFEAFFFHITH
¥, HEUSS () D8, HHl$HA : content-type;host

¢ HashedRequestPayload : {&RIEXHINEFE , itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP
TBREENIEN payload ffl SHA256 1575 , Afe+7HEIRD , REmSSEERANEFE, T8 | XF GETEXK,
RequestPayload EFENZF/HE , XF POST i&K , RequestPayload BiJg HTTP 353KIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.gsesgpucloud.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &8&% , BAIEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : i&ERATEE; , BIERLERH X-TC-Timestamp BY&E , @1 L7=HiEK 7 1539084154 ;

e CredentialScope : EIFEBHE , #& /v Date/service/tc3_request , B2 HHA. FTERAVIRSEZMLRLIEZFFFE (tc3_request ) , Date
7 UTC i ARSE AR , BUEREMA TS X-TC-Timestamp #5A9 UTC fRERIBIRM—E ; service Ir=m% , BRSERA
ROF= i —3, a0 cvm, 0 E7RAiESK , BUESS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENCIEREBNEHE  ITEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /M BTEIBL X-TC-Timestamp 1+E152I , BRfX )9 UTC+0, MNBIMARZERMRXER | AlIlER/\K , EEHEX
e CEAERY  BRZRERVGERM. RIRAJER 1551113065 , 4/ \KAJRSAER 2019-02-26 00:44:25 , {BEit
H155rY Date BY UTC+0 RYEERR A 2019-02-25 , A2 2019-02-26,

WIS (B =FE 31T #78
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gﬁﬁ\ /zli?

2. Timestamp X/RZZHRIR S A , BRBHBERRAREMNVENERRELHN  RBEET A HUBERY., MR EAR

FMtREREIRLE | FIRESENET—RITENE | IBROERW (REESTHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256
1539084154
2018-10-09/cvm/tc3_request

91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. iHESE
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRUAHY SecretKey ;

e Date : B Credential 9§ Date ==E&{=&. , w0t =M , 392018-10-09 ;
e Service : B Credential FpY Service FEXEE , 0L, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITESRIRIRESZEIA |
e StringToSign : AP ERATEBRIRFERFIFH ;

2.4. #H8 Authorization
AN ™R E Authorization :

Authorization =
Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',
'Signature=" + Signature

Algorithm : &#875i% , EE/ TC3-HMAC-SHA256 ;
 Secretld : ZEAXHAY Secretld ;

e CredentialScope : M EX , EIEEE ;

* SignedHeaders : I £ , £5&ZRLIER ;

e Signature : &&E

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5

da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WIS : 2B S
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RETEIERERAT

https://cvm.gsesgpucloud.com/?Limit=108&80ffset=0

gﬁﬂj\ /lL:I\

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.gsesgpucloud.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: gsqy

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

RS - (28 =Fa

I PSS
BRITH
AR
BRER
token iR

ZRIEE ( RE= API Z$EEHY )
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private final static String ENDPOINT = "cvm.gsesgpucloud.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.gsesgpucloud.com®;

String region = "gsqy";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkkkhkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%ég khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WIS (B =FE 34 T 78
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TreeMap <String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.gsesgpucloud.com”

endpoint = "https://" + host

region = "gsqy"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o }#;%%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

RS - (28 =Fa
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# kkhkkkkhkkkhkkkhkk ig% 3 : H’%Eg kkhkkkkhkkkkhkkkhkk

# ITEESBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 55;’% 4 : ?#*% Authorization kkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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= Ly
TEKEET
BRITEHAYE: 2024-12-21 13:01:30

1. fRSSHbtt

i ( Region ) BEMIEAVEHEH ORIIEXE. (ZERFaRMIIEFAEESZ TSRS | MIEAEES AR AREEIREEEE
t. ATIHEHRME. RS THEE  ENGERERELEEF I,

ERTLUEIT APIED EiiSIR B ARtET IR,

2. BEMY

{ZERFE APl (UFrERZOIET HTTPS #TE(E | IR HBEEE.

3. BKITE
S50 HTTP IS0 E:

* POST (i)
e GET

POST iE3kz#569 Content-Type 28! :

e application/json ( ¥#E7F ) , W/RfFEA TC3-HMAC-SHA256 && 7534,
¢ application/x-www-form-urlencoded , %7R{FF HmacSHAL g, HmacSHA256 &2 75X,
e multipart/form-data ({0 EEO%E) |, WER TC3-HMAC-SHA256 B&75i%.,

GET B3SRBS RE A/ NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EKEAE
Z753%A4 TC3-HMAC-SHA256 Afs73% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.
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IS

BRITEHAYE: 2024-12-21 13:01:30

RS
PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJeAREIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

}
}

* Response REMERH Requestld REEMNFER , TiCIEKRAINEE , RE APINET |, NXERIRME.,

* Requestld FF— APLiERRIME—IRIR | AR APL HELRE |, ATLIBKEREA] | FHEMHIZ ID KRR,

* [RTEEMNFERS  HRIWARKEOENNFER  AENEOMRENFES IEONRIEN., Al TotalCount #
InstanceStatusSet 949 DescribelnstancesStatus #OEXHNFE , BT RAREKNBFEMESE=RSEELE Bt
TotalCount ELIIER THIREES 0, InstanceStatusSet FIFRAZ,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
12
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

o Error IHIMAFEEZEKEARKM, Error FEXEREMERRY Code F1 Message FERTETEFALMAT 20 EREAY,
Code FREMBIEAVEIRID , HiEKH BT oI LASCRIBIZ SRS E A K RS N M EIZ X N AY IR R B M E I N R EFOfE

RTTZ.
* Message Bt TIXMEREENEARRE | EEUSKRSARRMN , WX ATESEHRFEENER , BRAMKITHX MR
[EE.

¢ Requestld FFF— APLiEkAIME—HRR , 205 APl HILBE , AJLABREREA] , FHREMZ ID kR RaR,
:tt\
//_\\5':'\:%5 15'555

IREIZERPUNRIFAE Error FER , NIRRBA APLIECIKM,  Error Y Code FERFRTMEIRD , ATE A SSERIREHINAVEEIRAS A AL
IREG , TERFIH T ARG,

WIS (B =FE 538 0 #78
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WIS : 2B S

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SEZIULIN

%

SRR

k

token $&iR,

Bk CAM 1Y,

DryRun #F , RRIERESEMINA . REZET DryRun &4,
(=SS

REBFEIR.

EORFHE.

SHGER.

SHEYERIR.

FRIS ECEPR S .

BROSEEIR,

EORARFE.

TERADREGET T 3RZPRS.

BIRM S .

RIFAE.

BIRFE.

RIFAETA,

RIZRURLE.

RASHGER.

BEARSHF.

http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,

EORSHSRTEhEL,

%39 H#78
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\H5

VAN

VTEEHAYE): 2024-12-21 13:01:30

gﬁﬁ\ /Ié?

HEYRATRRBFIZOLSNENNSE , WIFE | A MEORBAROAP AR XLSHHTRE  ESRERETEE
}i XL, AREIEBEAREEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

i

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

fik

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
ELFIFIRIZED |, BUYES Describelnstances,

WIS, SRR BRI EI M ERIEE. RORZAEEESE R OXETRRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BJE)E , ElicRAH#S APLiERAGATE), g0 1529223702, & : (IRSMRSS
RHEHEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESDIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
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