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class="">Version</td><td class="">Dashboard k4~ , ERX{FF Dashboard #E1ENN</td > </tr> <tr><td class="">Templating</td> <td class="">Dashbo
ard #EiREE | #i5ES% Templating</td> </tr> <tr> <td class="">Link</td> <td class="">Dashboard % , I¥EES% Link</td> </tr><tr><td class="">
Panels</td><td class="">EXREE , i55% Panels</td> </tr><tr> <td class="">Time</td> <td class="">Dashboard RIREFBE </td> </tr> </tbody> </ta

WA : (28 =Fa
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ble>
1. [J(id:step1)Templating

™ bash

"Templating": [ // #&iREEE

{

"Label": "cvmSEFIEFR", // R ERIE

"Multi": true, // BEZi%k

"Name": "cvm", // 55

"Selected": [], // 1EiRZEERE

"Type": “monltor /] TRHREE R HIREY

"TemplatingType": "basics", // FRESHIZEE | ERtilsls. BEXEE
"TemplatingType": '123', // Z& id

2. Link

"Links": [ // Dashboard$i#$z

{

"IncludeVars": true, // $EESHES T LEREE

"KeepTime": true, // $EZS8HER “J:Eil‘ﬂﬁ%

“TargetBIank true, // REFHFHER

"Title": "xxx", // §EHZRFR

"Type": "other", // §EREEE - BE VRN E EDashboardfikiz

"Url": "/monitor/dashboard2/dashboards/d/130618223492100096hh640j49rru3ctk/dashboard2-0yan-shi-an-li-xia-zuan-lian-jie", // §&iZeitE
"ID": 0 //ID

3. Panels

"Panels": [ // panelic&

{

"Collapsed": false, // BIRAREITE
"Datasource”: null, // #iEE
"GridPos": { // BIFRAIE

H 1,

"1 6,

b

-<><E

"0
"0
b
"ID": 1595472129140, // BZ ID
"Panels": [], // Panel AEFRENFER , BEFHF Panel
"Title": "BRIABRA", // 1R
"Type": "row" // ElZREEY
b
{
"Datalinks": [], // EIZRECERIEETEE
"Description”: "*, // EIZAI&EE
"GridPos": {
H 5,
" 6,

0,
w1

-<><E

"ID": 1595471392817,
"Links": [], // B
"Settings": { // EIRAIFIIAECE
"aliasColors": {},

"bars": false,
"dashLength": 10,
"dashes": false,
"datasource": null,
"decimals": 2,// EBSE
"fieldConfig": {
"defaults": {

"custom": {}

b

RS - (28 =Fa 826 TW #3721
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"overrides": []
b
"fill": "0.8",// EFRIEFEIFEEE
"fillGradient™: 0,

"gridPos": {

"h": 8,

"w": 12,

"x": 0,

"y": 0

h

"hiddenSeries": false,

"id": "1595471392817",// ElZk panel A9 id

"legend": {// EFIZE

1
]

1
I8

"current": [// EBEErEHE. ['1'] Atrue ; ['0'] Hfalse

vy
]

1
]

1
]

1
]

1
]

e
1
"values": false

2

"alignAsTable": [// EfIRBIAFREHER

"show": [// REZ=EMRI. ['1'] Jotrue ;

"avg": [// BREENEIE ['1'] Htrue; [07] FHfalse

max U/ BEBT&AE ['1'] Htrue ; ['0'] Hfalse
mln [/ REEra/IME. ['1'] Jtrue ; ['0'] Hfalse
:’ri?htside": // BEmEGL. ['1'] Htrue ; ['0'] Hfalse
['0'] Ffalse

"total": [// REREREME. ['1'] Htrue; ['0'] Hfalse

"lines": [// BT, ['1'] Jotrue ; ['0'] FHfalse

"
L

"linesType": true,// REERFBHLZ. ['1'] Atrue ; ['0'] Hfalse

"linewidth": "2",// FZEERE
"markline": {// mark i&&
"marklineMax": {

"1
]
}
}

"options": {

"datalLinks": []// datalinks %48
)3

"percentage”: false,
"pointradius": 2,

"points": false,

"renderer”: "flot",
"seriesOverrides": [],
"spaceLength": 10,

"stack": [// REHRER. ['1] Btrue ;

"
1

"steppedLine": false,
"targets": [

{

"refld": "A",

"scenariold": "random_walk"
}

]

"thresholds": [],

RS - (28 =Fa

"max": [// REEREE. ['1'] Htrue; ['0'] Hfalse

"nullPointMode": "1"// iR =ERT O | O-EREHIE | 1-MER ; 2-85ERA0

['0'] Jufalse

=itz ( BARAD)
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"timeFrom": null,
"timeRegions": [],

"timeShift": null,

"title": "FHEIE",

"tooltip": {

"shared": true,

"sort": 0,

"value_type": "individual”

b

"type": "graph”,

"xaxis": {

"buckets": null,

"mode": "time",

"name": null,

"show": true,

"values": []

h

"yaxes": [

{

"decimals": 2,// &2 y HFERE
"format": "%".// Z=Ml y 4 label B2{i;
"label": null,

"logBase™: 1,

"max": 2.// =Ml y AR KE
"min": 0.// M y #kirE/IME
"show": [// RERREM y 3. ['1'] Jtrue ; ['0'] Jfalse
e

)2

"decimals": 2,
"format™: "",
"label": null,
"logBase": 1,
"max": null,
"min": null,
"show": [

"

]

}

L

"yaxis": {

"align": false,
"alignLevel": null
}

b
"Targets": [ // {EFrECE

{

"Aggregate”: "", // Fit7aE
"ComparelLastWeek": false, // #REL
"CompareYesterday": false, // ELt
"Conditions": [ // fiEs&(4

{

"Dimension": [
"{\"Instanceld\":\"ins-19827u5b\"}",
"{\"Instanceld\":\"ins-xxooxxoo\"}",
"{\"Instanceld\":\"ins-19719mfp\"}"
L

"Region": "ap-guangzhou®,

"Type": "normal”

}

1
"Configld": "cvm”,

"Datasource": "DS_QCEMetric", // F=R2EEY
"DimensionKey": [

"Instanceld”

1
"GroupBy": [ // groupby
"Instanceld”

1

"MetricNames": [ // $et7%&
"BaseCpuUsage"

RS - (28 =Fa 28 W #3721
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1
"Namespace": "QCE/CVM", // &&ZSiE
"Period": 60 // #iIfE

b

L
"Title": "EAIEIR - BUAEE", // BREMR
"Type": "graph" // B8

b

]

SLAI534H

4,
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BASE#HATE: 2024-12-19 17:12:00

1. elEEsepls A
2. BRmFaEtE  mE (ZEE] > [E6I54E] .
3. B (Hg] | BB A,

* DEF  MAZHIES.
o DESE : HRIEEAISEIRR RIGE,
o FIEA : AEHEMIENZARISLAL.

Fiif 8
PEE
PDEEE  ERESR-ERMEE v
AMEA o Q ID/EHLE [EFES: IPStpiik
ID/EHB RiEeE IPithiik

RE EXH

3. BB [fRf7] | BPAJEESEAIN 4.

4. EEXHINA

5. BRATFEEHNE  RE (mEE] > [SEhiod] .

6. FELHIFIRNEITERRILHISBEER. LHIH. BEEERBHEER. BRIUREEERBHEE XD BELiER.
7. 4rEESLAIS A

iR :
o ELBISECHPEELRE , NFERRZLAIS HAILFITE B PEi% S ZE5RHg.
o EBISECHEELERRE , NMNZEFISEFBHALHIE A B EIZ SRS,

1. BR=FaENE /i (ZEE] > [EA54E] .
2. BEFRERFENLAISAENBIR  EALHIEER. EAILIELRET | HEZSLHI5BR9LH] (FBsepIsmbRses) ) .

o HRESLp
o B [FmE] .
o TERHHAECEIET , AGFERNEIXLAISBRILA].
o B [HE] , BIRIERISHiRINsEsl.
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* MRRSER

o WIEEBHAILH , B [BH] .

o TEERHHAOEAEES , Bd (FERHATIESEG]] | RIRTRAZSEAIRS eI A,
4. FRsERIS R

iR :
BB BB E LR |, MIRSAIS B SENZLBI EEP R S L.
1 BRZFAEHE , mt [(Z5EE] > [SLas4E] .

2. JEVEFEMIRAILOISA  EEAMRFES |, BE (MR] .

SEHIBEFR SEARR T I RS

1 Lo

3. TESRHAYHIASSIEES |, B (HaEMRR] |, RDRTRRIZSERID 4.
4. SHIsHISAE

iR :
SHILFISBNEHERBREOSHILE , FEEHZTiNBSEERBNSEXRR.
1 BRZFEEHE , A [(Z5E] > [Lasa] .

2. HRETFEMPRAISEAINE , mEANEBRFES |, BE (EH)] .

SEHIAER SERE T SR s ol

" 4

3. FESRHRIRIAREES |, B [HEEHI] | BIRTRIhERIZLEI5 A,

WRIERE - (2B =S

BEBR ¢

I

BEHBR +

=itz ( BARAD)
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SEIRS

=S AAT YA
= A
SIREFAYE: 2024-12-19 17:12:00

ERLF RIRSKERR |, AL S ER N AT BAEREGER. SEE—CAPNSERMSERR  FRERAERESRE T M IR KESE.
HEASUTILVMERERS

o EEMREM (HAFHTRESE)

o BENR (PBINRARHEE)

o EEEKE (EERIEE)

o SERKSR (BARKREE)

EATLALEERS T AR — MRS M ISR B EE | FERFERREERINR.

1. BEAES
Rig EX
IR RIEKEBBTIRRRIEDE | RBUSEF=RIIN. FIIN | HIGEERIRSEERE , ATEENY CPU FAR, MEFRRSEIRGE

HERN HEMNI MR EEER. fII0 : ZIRSHRBELLOASFEEMN : HAFRREE, ping FAIKEE, NFEREEES

IREER S NEEMN , E—RIIEEHMNNES. flMl  cRSERBOSUBFERARSE. ping FAREE. NEFERRS
&

2. FERRE

HFERS zli)E}
RIKE IRE B R FERANEA S
e BEREEERE
P S SRR B AR
HIEAE =RBBEN—REEIBES— I IE
R E TR, TRE LR
Sy BRI

AENRAS AT 24/ REEH
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=Rl

Bl L RN

SRS E: 2024-12-19 17:12:00

LAFFEIIENTRRIE MASREEEN , TECESERE. SERBORESTR. REMSERMRFI =M RENEDS. EILURELITES #HTEERIR0)

[

1L BxnFarfle Rt (ziniE] > (EEERE] > [EFEHER] .

2 EEERKEERAT (2] | SETIIRERESE.

®

E EE

% m

®
R
R

2 &

*

=

B o%m
o
s
s
e
2
R

B (15

B s

& m)

%

1

m
2
R
(%
s
=)
etz
iR

®

=

= o

=

1@

£

—'%JT

® o

B

B

i8E

BREXERIEEHR

BEXRIRSEE

(S F R fmists

pricic R ey 2 eV S

TERESLIID | Mz S SRR E A e AISE/.
TerPIBRSLpIAR | iz S T RIS ER S PRISEAIS A,
EREES |, MixEEREIIE LR SIERURRIS AR,

BEMKRFMIEE. WBXR, BE. FIHRESE N MSEERERN— M EIENARM. B LR EERPER USSR EEEH
8. BN, #8159 CPU RIFEE | LURRE > . BHEN80% . SIHRIE NS | RIS IR M ER. T | S50 HIE—R
CPU FIFIZEIE | BERETIRS BN CPU MRBSRELRR AT 80%NIflA 2,

HEER  EALUAENE—FEENNIREESEMER. MYEFEEN , SRLEEELFERRESE.

At AEE. 5o, 1095, EEEEEE. SESME.

RSB S N B HZEEE LR, BAR. B4R, EOR.E2H N RAXEMAR , MEAEEEER. BNESEEERERKARE
MK | —ERE DERESHEERIEIL.

EESEHANEE | SETERRNANTA | BIZERENESEAIRESSERIXELEN., SEFER24NT , BIRRKEX—REER
.

AErr-mARSREEMIRIERS REFER |, LI ELRENERNER. FEEEE HHh0

SRR |, FHE MSIRERCEEER , EALEESHEES WARMMER. ERENEREET , NBEEEMR [RIFR] |, BIA0R
R SRR IR

HSHEERATIBRIRIRIRF BEEER , 81 EERRRZREME=MNEAIER. FHESEBAER

BRARERNE  KEISER TSR REREH B TREESSY &

3. BERIULERERE ((RF] | BBl EERE,
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RRASRAFIRR

BRILEFATE: 2024-12-19 17:12:00

1L BRFEENE . At (ZEE] - [MREHEIR] 38,
2. B (] | ERHEOTREMARY  SHRBINT.

o HEIRER | WNEIRETR.

& BARIREE.

SRERSREY | IRRISIRAOIRSS | AIBRS5 .

ERMEMARY  RISENENMIEEREMA R, FENFE.

RSN | DAEIREEISEGEE. EETHRERMI, JLIRESMEEI.

3. EeEscfmBd [fR77] AP,

X
BiRER example
=t
FRREIER GRS SRtk v

MR ERET
BE = ey, BASE

T CPURIEZE FitEE 1T = &0 % =R EE fhen  |1FRZZ—m @

E
E=20)
BEDE

=0
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P SEINSUES

BRILEFATE: 2024-12-19 17:12:00

AR EERING , ERENERK—LEHENSR , TFENLBRLLANSRIAR S ERE MRS REEE.

1 FBEREAIR
2. BRRTEENE  R/E (BhEE] - [BREE] Bk, /f [EERE] k8.

w

ESEFRIRSIERD  RERERFIRIOEERE ID , #HANFIER.

4. 7F [HEWR] &ikeh | BRAEAEME RS [FEKEK] 128  SEENA mLfIRI R e R R,

ul

- TRRRKEAR R

EEENSIIERTD | DEFERIRRBERRNLS , mE L7 (BR] &2 ARz s S S EHRIRIAR.

gl [SEPER] BRI TIRPENRIIREK R,

WIS : 2B S
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)
SRR S A

SIREFAYE: 2024-12-19 17:12:00

HERERERE T HAAEBERNE EEER, BRLIERVERSEEMARSE—ME | MASER , AANARBSLBEENNEE, BRALIBEI FEEeEMEE
HEREKA.

1 EEEERKA
2. BERRTEENE  RE (mhE] - [EERE] Bk, /f [FER] k8.
3. EEERISIERT  AERERKIRNOEERBETR , HENFIER.
4. £ [SEREIR] Bkt of [(fRiE] 0l MRHEEEERKNSEED , BRTLISERIA.
5. mifi L5 EREIBFPIMERERR RETH [RaEE] &  BEEEinREmEsa.
6. RLE [AFERE] THHERF (BERFE. F. iE. MESER)  HE [BREERE] BBFRIERFE.
7. EEEEREH
BRIRSERE TS, BE. ME. SaiE HRER] ESBRRFN. BMEINREES  IURERF AL SR S EER.
8. BEEEITY
BEARER AP KEIREN IR SEN |, ILEGEZARNSETR. 82075

o EXRERIRERIEXRIKNZ AP RS R,
o & [HIEE] - (RERIRE] MRAEMMZAER.
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of
s

=

]

BRILEFATE: 2024-12-19 17:12:00

=itz ( BARAD)

EEEOTUHENAGEREE Z P S LB | IRISEEZERET HTTP i POST IEKEEEIAP AR EAEIR url F9T0EE , AFRTEFEIEE XN EEEEM

H—ROAE,
1. ERISE

o [EERED - AFPRERMEEE HTTP POST iEKK , AKATEIEAY url itk , YEEREMEIE,

o EiEftR : MABIBSEEIEE. B, SAPENSERERMNA. SERBIRKER , SaBdEREOLEEEES. EEROTISESSE,
o 4EEOENE : BRI SEN ROLE SREEROEE , hESERKFERAMEZOEE. —MSERBRERTHE— M EEEAE url,
o REIAZA : MAFEN url RHEEEEE  RMIFERREIUTIREIAS , RBAFCHRIREES | SURIIBESEREEERER  BREREDR.

3-8
sessionld, FAF4E5IENEIFRK
retCode , FEFHIRTERE B RIERID

{
sessionld: "XXXXXXXX",
retCode: 0

}

2. EESE

EEEEOEE HTTP B9 POST iE3KARIX JSON HEUATEER  S5unT :

"sessionld": "XXXXXXxx",

"alarmStatus": 1,

"alarmObjInfo": {

"region": "gz", // RO MR RAES

"namespace”: "qce/cvm", // FEEREIEFESE]
"dimensions": { // dimensionsFZERENNABFEAT~REER
"unInstanceld": "ins-09p3rg3m”,

"objId":"XXXXXXXXXXXX",

"alarmPolicylnfo": {

"policyld": "policy-ndexeh88", // 5Z5RHELHID
"policyType": "cvm_device", // FEERAEER
"policyName": "test", // &S Z5RIRARZIR
"conditions": {

"metricName": "cpu usage", // 1EIR&FR
"metricShowName": "CPU FIFFER", // IEixBREFR
"calcType": ">", // ToBHERBEIRA R
"calcValue': "90", // ZIRBRYEIRTER
"currentValue": "100", // FoEHERMEIFARER
"unit": "%", // ToEHERHEIRA RN

"period": "60", // FTIFRERYEIRER
"periodNum": "1", // FoEIERISIFARR

"alarmNotifyType": "continuousAlarm", // REXIFESELE TRENBIFAESR

"alarmNotifyPeriod": 300 // EEEHZAIRER, TRENVERFER

}

"firstOccurTime": "2017-03-09 07:00:00", // S—/xfit & &SEEH9ATE)
"durationTime": 500, // 5Z&454ERT78) (B @ s )

"recoverTime": "0" // HEWRERIE ( KRIKERI/0 )

}

}

WIS : 2B S
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{EREI SRR S ZEA
BRILEFATE: 2024-12-19 17:12:00

1. KPR

=itz ( BARAD)

RAHERFRRRIEREIRS | 8 WIS AREIEETEBIE205/0t. BENSERIRE , ENSURILMISRA | DESEELHRE. BRES M EERIRE

E—AJEMREER , SEETEREKERD S EIEA.

N

SR FERWHERIEEA

3. PC hix
7E PC IRV SR R E R S B AL R EEE.
R ERAERAIEEE  ERERRE URINEEEAL .
EER ST [FrolE—IREAL .
TEEREENBEASTRR , H5=ERE LFINEAL .
£l webhook Huiitf5 , £% £ BELEREOEN,

4. Web kg
RS Web IRPFTHERERICE BT RIEEE.
BEA FRNEREER.
AEERRRETESE [BNEAL > UFRIITEEAL .
ERIWEASIER , BEMIREARBR,
gk [RIN] |, S5 webhook it , £% S2 FeERZOEN.
S EEEA Markdown,

5. £B2  BEEEEEOR

6. BRmFAIEHE  RiE (miEE] > [EFER] .

7. 8 (3R] | ENFTEERIER,

8. MBI EEMERE | AENREMNES S 5179 webhook ik,

9. MNEEHRIRFIERR , REFEHPEELEERENRBER , HANEESERER , AESERIEIIERAIER.
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& FhEEHER
BEXER
1EHEEHR - example
B EERE HERE
BANES ==}y v

BEEE (=viE—m)

FFE
EHoIER ABF -
e ER 00:00:00 ~ 23:59:59 ®©
HUCRE BR#E =
FRIiRlE
EOER © https://qyapi.weixin.qg.com/cgi-bin/webhook/send ?key=56cd4885-9743-449-b3:  flik: EEHFERESI [
RO
Z
ek

ECERIGE . AEERBRRTIRER , BRILIERIASRREEIRNSEARENSEEN , TNEAT
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AR

BRILEFATE: 2024-12-19 17:12:00

1. FrEEATER

2. BRZFAEHE  mE [(zEE] > [ENER] .

3. B (] | A'FEENERESER. - BIRER | BEMERESTR. - BRRE . - STk  SEMRAAXERN. - SERE  SERERAXER. -
FAFIERD - SROOSR  IERAERIRIA | NI SR AIRSE QEMEIREE IR, - BRI | EMREENER. - RICRE | ISHME. 5
PREERE. - ZORNE | B5ANAEEEE URL EARIEROMIE , SESAHEE3 M EEmEti. RIS RAHESEERIEXRIZUE , =5 HTTP 1@ 200
FRIERT. SEEBEFRRAEESE SEMERE | SEREIESHHEEZIRIRE | FiEESE RlERREEE.

& FREEIER
BEFER
TSRS TR - example
AR (D SRS HERE
BANES ==}y -

BENRME (=0m—m)

ErFiEm

s AP v 0 EREEiA S
EHIAIER 00:00:00 ~ 23:59:58 ®
e R s

FRIMERE

EMEE © hitps://cloud.tencent.com e EEERES 2
RN
2
Seik

- EEtHRTFE BEEGIE—REAT URL , IIFBRIESEA5S | HAF RIS ERBRMASRIKSISBEENOEEEXEEES  WEEREESHEE=R, &
IRIERAGEBRATE) A 5.

- YAEPEENSERBRMATIRERN , SaBTROREEXEEHEE. ROEFLXEESSE.

- =UEEENE APL 7518 IP aiSHA R , TESEAR P ERIRMAE , (B P imOEEN80H , BINEIRIE0mOEReH FREMSUERE.

2. BUAIERIER

RREHMACEEEBABRIENR , BIRASNT

ThRE AR
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EIREFR
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FERRA
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HUERE
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FUABCE

RATULIBAIER
EWSEER

00:00:00 - 23:59:59 (&KX )
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BESERE

BRILEFATE: 2024-12-19 17:12:00

TEEARBRMEEHR RN, MEERBINEEIFFNSERLICR. BEATLITESER BRRET I H LR,
1 E5EERHE
2. BRZTFAEHEG | &R (ZEE] AnEEEtarlxashad (FEHE] .
3. (Hik ) BEA EANMARFEERE  HEFEEESEHENMEEE. SFSR. IER. E7X. E30XRRERE , SaLEEXLHEEE. REUEERFE
HEEHE.
4. (B ) BRILIE SENR EREPRANSENSRAYEEIE R MAIDEICR | HIIsEFIEFR. 2/ IP. B IP &,
5 (|i%) AL E (BRIFE] | RIERIRER. SERS. APEE. Bl RBREEERHFSFHNSERLICR.

w2Zhe SHEISTHHERS B

@ ZREEERFACH 1001 %, fF 0 £AR. MEIE

s000
&F (=3 ETR 2021-01-10 ~ 2021-02-08 [ Qoo
gmest | TITT sEHs | CPU ) [ v 23
=i TR v SERESER TRESREHEE v i
AAWE ¢ EEEE Eoicesid HENS HERE R HEUET SR SREia HEXR
HE 28 257 EREIEES
2021-02-01 02:26:00 Tl TIRER ST CPUFIEE =0% 3T BikE T 2021-02-01 02:29:00 =
(A1) | sZjr_yunapi_test{violazhu
“pfman! windows | vpcld
2021-02-01 02:23:00 ErEREE RS-SRS CPUFIEE 0% ImE [Sicd L 2021-02-01 02:26:00 B
g2_yunapi_test(violazhu7ni7)
! )windows | EREMIES
2021-02-01 02:17:00 Er ks TSR SR CPUFIREE »0% 6582 Birs T 2021-02-01 02:23:00 o]

(M) | szir_yunapi_testiviolazhu
DNt windows | vpeld

2. ERRTmIES T
BRIt SEERRERE  EyIRTRE [ERmEEM] BIE.
3. BEMFIRFER
4. BRAFEREHE | F (ziaE] AxnEEiaElReiEhas (FEHE] .

5. A LARRERE. ELIEBMEIORTERTIFR , WEOUENFRETRAEFRANT  ITE.
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BRI : GetMonitorDataiz AR FEHIER

1. gEOiEs
OSSR hRA EOEE
GetMonitorData 2017-03-12 RN A= st iR
2. MINSH
» W "
SHER . ESid) fak
1%
N - . ETE , flqce/cvm, BNEFERAVFHGE TEASHA AL RERD
amespace &  String _
& : gce/cvm
Metri o . FEIRETR , fcpu_usage , {XCTIFEMEIRAIEY, B NS mAFEAEIRT BB S AL FERs
etricName 2 String _
W& : cpu_usage
LHNTRAVEERS | 18X key-valueBENHANES. FREENLFIFERTESAE , SACVMA[{"uninstanceld":
Di ) = "ins-miltleuc"}], BNEFERIVERISSRAGEMRES | RIFRESIFEHE 0N LIRSS EHTE.
imensions £  Array _ . .
A : [{"unInstanceld": "ins-miltleuc"},
{"unInstanceld": "ins-4xny0Ocbt"}]
WSGITERA | 2060 , B As. B MERSHSNREITEA—EER | S0 iait BE SRS RE 5 .
Period £ Integer EBEKREUERIURF 14401,
~EHE : 300
StartTime 2 Time HoeRRTIE) , 202018-09-22T19:51:23+08:00
= A - 2019-03-24T10:51:23+08:00
EndTime 5 Time £5PRAEYIA) | 902018-09-22T20:51:23+08:00 , BRANZRFIESE. EndTimeAgE/)\vFStartTime
= f5E : 2019-03-24T20:51:23+08:00
3. KR

EOiEkiEZ : monitorapi3.${domain_main} , #lmonitor.api3.3100light2az.fsphere.cn,
iR :

${domain_main}al LUBZER{EE— 1 pod , $TH/tce/conf/cm/local jsonfEZRdomain_mainZ&§E=FREN,

4. 5Kt

T isiEgE R ikitie HRF BRI EMEY | B AR ORI TR S e B L IR ERit, |, SRR A ¢
EFREE—pod , $JF/tce/conf/cm/local jsonfEZregion_listk§E= , BmEfYregion_nameB/9a] b,
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region_Llistje
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5. VAR

BOAZOIERGERIRS : 200R/8)

6. IS

e
MetricName String HetnE

f5NE : cpu_usage

ISR EE
HIE : 60

Period Integer

OISR AS

DataPoints[].Dimensions Json
0 A : {"uninstanceld": "ins-miltleuc"}

DataPoints[].Points Array HIEREE

FraRRdE]

StartTi Ti
artiime me g : 2019-03-24T10:50:00+08:00

ZEPRAYIE)

EndTi Ti
ndTime ime SRABIE : 2019-03-24T20:50:00+08:00
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SHEBIR eSS 7%

W—iEK ID , BARSIRER , SRIERBSRE (FEREEMFEERREIRARSR  WZRIERTSIKE

Requestld Strin ? =
a 9 Requestid) . FEfBEABEIREZAER Requestid

7. 051

FIBUE & CVMSLAIS BRSPSt EIRA D 525 $hRICPURI R stz 4R
BN

POST HTTP/1.1 Host: monitor.api3.3100light2az.fsphere.cn Content-Type: application/json Action: GetMonitorData[] { "Namespace": "qce/cvm”, "MetricName":
"CPUUsage", "Period": 300, "Dimensions”: [ { "unInstanceld": "ins-miltleuc" } ], "StartTime": "2024-03-24T10:51:23+08:00", "EndTime": "2024-03-
24720:51:23+08:00" }

il

{ "Response": { "StartTime": "2019-03-24 10:50:00", "EndTime": "2019-03-24 20:50:00", "Period": 300, "MetricName": "cpu_usage", "DataPoints": [ {
"Dimensions": { "unInstanceld": "ins-miltleuc" }, "Points": [ 2.566, 2.283, 6.316, 2.816, 2.7, 2.35 ] } ], "Requestld": "d96ec542-6547-4af2-91ac-fee85c1b8b85" } }

8. SDKF AR

HIENE & CVMSLBIR A RIS EHA /855 #R9CPURI s isgiE

1. golang7=fl

‘package main

import ( "fmt"

"github.com/tcecloud/tcecloud-sdk-go/tcecloud/common”
"github.com/tcecloud/tcecloud-sdk-go/tcecloud/common/errors"
"github.com/tcecloud/tcecloud-sdk-go/tcecloud/common/profile”

monitor "github.com/tcecloud/tcecloud-sdk-go/tcecloud/monitor/v20170312"

)

func main() { secretld := "AKIDXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" secretKey := "eyzi69sGK3SWFeiblb8NKwD9I2yZpINf"

credential := common.NewCredential(secretld, secretKey)

cpf := profile.NewClientProfile()

cpf.HttpProfile.Scheme = "HTTP"

cpf.HttpProfile.ReqTimeout = 10

cpf.HttpProfile.Endpoint = "monitor.api3.3100light2az.fsphere.cn”
client, _:= monitor.NewClient(credential, "chongqing", cpf)

request := monitor.NewGetMonitorDataRequest()

request.Namespace = common.StringPtr("qce/cvm")
request.MetricName = common.StringPtr("cpu_usage")
request.Period = common.Uint64Ptr(60)

request.StartTime = common.StringPtr("2024-10-17T15:10:42+08:00")
request.EndTime = common.StringPtr("2024-10-17716:10:42+08:00")

// ¥3%& Dimensions =FE&

dimensions := [Jstring{

"\"unInstanceld\": \"ins-miltleuc\"}",

}

request.Dimensions = common.StringPtrs(dimensions)
response, err := client.GetMonitorData(request)

if _, ok := err.(*errors.CloudSDKError); ok {

fmt.Printf("An API error has returned: %s", err)

return

}

// Non-SDK exception, direct failure. Other processing can be added to the actual code.
if err 1= nil {

panic(err)

}
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// Print the returned json string
fmt.Printf("%s", response.ToJsonString())

iR :

13~1417 : secretld, secretKeyNAREIE , BT ERASN , HET @ secretldflsecretKey T LURBIARRYappidfzuin, secretldSsecretKeyi@idal T A= i#1TE!
&

TDSQL-APostgreSQLR F17HBRC) ZRAXEE(CFW)
*ABEIREMySQL_M... Web /i F [/ (WAF)
ZHERE (MongoDB) FiLe

ZHUEEE (Redis) I3 RIZ{#(CSP) FNRE

TDSQL_MySQLkR I RIFA#E(COS) BIEL2HIT (DSAudi

TDSQL_PostgreSQLAR XA TZfi&(CFS) TZEHINCSIP) EAKSEE
BHE

i F KR AE(CTSDB) £(CLS) Web/ii F 5 A (WAF)

HUEREEIE(DMC) BFEBhERTE izl = AP 45 W)

® CAPIBAZANERRRENESIEEER, THEAER

Ho
k}K}
ﬁ\.

Secretld: AKID1sGWXFfmabUBepgvwd11i6BwNVLr3vUK I
SecretKey: ***** &

1255000159

2017 : EndpointBlEREE , RESRSEE=T"3. i5Kig&"
2147 : chongqing A=F=ARsEAIEEEURRERME, , IRENASXSE BT 4. iEKitbg"

2. python7xf5l

# -- coding: utf8 --
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import json from tcecloud.common import credential from tcecloud.common.exception.cloud_sdk_exception import CloudSDKException from
tcecloud.monitor.v20170312 import monitor_client, models from tcecloud.common.profile.client_profile import ClientProfile from

tcecloud.common.profile.http_profile import HttpProfile import ssl
ssl._create_default_https_context = ssl._create_unverified_context

try: secret_id = "AKIDXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" secret_key = "1qVuzkBH3WgWhX3F7LJyJJyJONP77rM" cred = credential.Credential(secret_id,

secret_key)

httpProfile = HttpProfile()
httpProfile.endpoint = "monitor.api3.3100light2az.fsphere.cn”

clientProfile = ClientProfile()
clientProfile.httpProfile = httpProfile
client = monitor_client.MonitorClient(cred, "chongging", clientProfile)

req = models.GetMonitorDataRequest()
params = {
"Namespace": "qce/cvm”,

"MetricName": "cpu_usage”,

"Period": 60,

"StartTime": "2024-10-17T15:10:42+08:00",
"EndTime": "2024-10-17T716:10:42+08:00",
"Dimensions": ["'{"unlInstanceld": "ins-miltleuc"}'""]

}
reg.from_json_string(json.dumps(params))
resp = client.GetMonitorData(req)

# Output json format string back package
print(resp.to_json_string(indent=2))

except CloudSDKException as err: print(err)[]
EA

14~1517 : secretld, secretKey MEREIE , BT ERLEN , HLAT @I secretldfsecretKeynT LUREITAARappidfzuin, secretld5secretKeyi@idil R A 76
£

BREBMSTCR) TDSQL-APostgreSQLAR &4 HNBRC) ZBhNIE(CFW)
HUEEE(MySQL_M... FARHINDRC) Web/iz F K 1 (WAF)
#&E(MongoDB) ZHEA(CBS)
4B R (Redis) KR 77 HE(CSP)
TDSQL_MySQL#R X RTFE(COS)
SEE{RAR(AS) TDSQL_PostgreSQLAR XA{ETZfiE(CFS) EHRKEEE

LHIEN(DC) JFEUEE(CTSDB) TBRSS(CLS) Sz R XA (WAF)

BERRSS(TKE) HiEEEEDOMC) BFrEMERTSE JREEly = AP E5 Y
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9. MR

WEREE

qce/cvm

#1R

=itz ( BARAD)

Secretld: AKID1sGWXFfmabUBepgvwd11i6BwNVLr3vUK [
SecretKey: ****** F

b=
cpu_usage
cpu_loadavg
CPULoadAvg5m
CPULoadAvgl5m
base_cpu_usage
gpu_mem_total
GpuMemUsage
gpu_mem_used
GpuPowDraw
GpuPowLimit
GpuPowUsage
GpuTemp
GpuUtil
lan_outtraffic
lan_intraffic
lan_outpkg
lan_inpkg
tcp_curr_estab
mem_used

mem_usage

WIS : 2B S

47 : Endpoint/9iFEE , SREUTNSEE=T"3. EXRFZ"
17 : chongqing A=F=FASEI I EIRATERMEE, , SREVSNSE BT 4. iEkitbis"

R

CPU FIF=

CPU —H$hEiytazk
CPU A $hEthE
CPU +RD#HFIYhE
Rl CPU %
GPU HFEE

GPU 7F{ER=ER
GPU Rfz(EFRE
GPU TI#E(ERE
GPU IR E

GPU T#E(EMs
GPU iBE

GPU fsfasR

IR RS
PEONG

AR HEE
ARANEE

TCP &R
WEERE
WFFIF=

R 1AM

60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400
60/300/3600/86400

60/300/3600/86400

HERE

unInstanceld
unInstanceld
unInstanceld
unlnstanceld
unlnstanceld
unInstanceld
unInstanceld
unlnstanceld
unlnstanceld
unInstanceld
unInstanceld
unlnstanceld
unlnstanceld
unInstanceld
unInstanceld
unlnstanceld
unlnstanceld
unlnstanceld
unInstanceld

unInstanceld

HEEB G

"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unInstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unInstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unInstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unInstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"
"unlnstanceld":"ins-096makkh"

"unInstanceld":"ins-096makkh"

554 ;1 #372m



O BASTCE

GeEztesla b=
outtraffic
intraffic
outpkg

qce/lb_private
inpkg

connum

new_conn

RS - (28 =Fa

e e

LB BSimAItEs

LB EISImHINTE

LB FSiAHHEE

LB FIEinIINEE

LB FUSimAERE

LB Bl/SimAOsmdiEaEg

i1

60/300/3600/86400
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HEES
vip
vip
vip
vip
vip

vip

"vi
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$EIR/EMHID eI/ ETR Bafiz et

CPUUsage CPURF= % HENE THRIEISERY S AERICPURSEL

BaseCpuUsage EmCPURIAE % ERCPUERSERREENIRE LR | TARREAHEITTEEHE | FISREER MR RHERE LiREE

MemUsed WiF(ERE MB FAFLRERNNER | AERETRSRREFSRINE
MemUsage WFFIR=E % BRIRERNNTE | AEEETRSRAETSRENNT
CvmDiskUsage  H#2HIFER % TR PR

DiskIOAwait WAIO%H ms W25 X1/ OB RIR FRYSF5TIE)

DiskReadtraffic ~ B&iERE KB/s B NHLEIERINFIEIES

DiskWritetraffic — HESHE KB/s  THBUNNEFERMENSIES

LanIntraffic S EPNGE MB/s  HRM-REIFESHARE

LanOuttraffic R HHTES MB/s  HNM-REIFHIESHHIRE

LanInpkg ARAEE N ARSI AR

LanOutpkg KRt EE NE IRRRM-RAESEHHEE

Wanlntraffic SMRINTEEE MB/s  SNRRI-RESFIIEDNRE

WanOuttraffic SR MB/s  SNXR-RESFHEIHIRE

WanlInpkg SMNBE AN SRR B E

WanOutpkg St EE ANE SRRSO HEE

TepCurrEstab TCPiEREEL ~ TCPiER IR

GPUUMl GPUfEER=R % MENE TEREISERY S FRRIGPUBSDLEL

GPUMemTotal GPURTFRE MB GPURTFEE R

GPUMemUsage  GPURTFERE % FAPLBRERMNGPUREFR SGPUNEFEERENE DL
GPUMemUsed GPURTF(EFE  MB FFLirERRGPURTER
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RIS SR

ERPREFHATFEREEES TRGSE EMRHETEEE | FERSS LIERTREINEAN | RS ESEIMESURRERI T HisAT.
i ARIEEESIEER LR . AFPRCVMEREtcp dport 80i%M,

LinuxZ2Eigs|
FIFES Linux SSOUS , ATHVTL FROBHTEE | IBIENT :

wget http://update2.agent.tencentyun.com/update/linux_stargate_installer
chmod +x linux_stargate_installer
J/linux_stargate_installer

REPITHETAN FEFR

f crontab -1 | qr'p L i
_r'ln.'u_u.'[_..-" ‘admi ~t.sh > /dev/null 2:>&

E | grep barad_agent
0:00 grep --color=auto
0:06
1:04
10:16

Windows Z&2E455|

1. [ &3 Windows LIS , IKIAGIE http://update2.agent.tencentyun.com/update/windows-stargate-installerexe T#Z 4 windows-stargate-
installer.exe .,
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O BRETCE
EHTENE
BaradZiE=E&a

1. KEftR

* Btk BTHITREANTR, SREERIIZRANZTR TS REBERIEERRT.

HiTH ST :

=it

1. BEHEEMERES

B - BTHUTEDESTR |, EFRAIIERNSRITR | ITERSBEENSRET.
BIME - BTFHRTEN VKRS | ISFETRASERTIER.

N

- BUEREER

( BARAD)

b s

1. HuEmE

* {EF3REA

WA : (28 =Fa

QP 2704
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S8 |

BRTE qce/cvm

Ei=1o cpu_usage

MeEma 120s

pUbE— 98615d0b-5c29-46ec-8426-257da08b5494
o HEFSH

MEEREREAK , EFEH120s , MEER25,

2. Kafka &

®E EkafkafyEiiz

* fERRA

FAFnwsEkafkafEEAEE,

24 GG

ETE gce/cvm

=1 cpu_usage

HZEATIE) 600

HENE 20

OB 98615d0b-5c29-46ec-8426-257da08b5494

JHEZRRE : 600
HZREE © 20

3. teE T~ Ekafka®iE

RS - (28 =Fa 291 I #3721
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ZSmiT

o {EF3REA

FATFflinkZlkafkafziE

e AN

R qce/cvm

Ei=(oN cpu_usage

HZEATE 600

HEEE 20

URAE S 98615d0b-5c29-46ec-8426-257da08b5494
o EESH

BAFnwsFkafkaftigAIIaE,

4. ApiEif

BB

o Lo

Gopyright © 2013-2021 Tencent Cloud. Tee-Barad All Rights Reserved. i tce-Barad [RIRF#H

o {EFIEA
iB3Kid : BliRYseqid
5. HEHSERS

R RS

RS - (28 =Fa 92 I #3721
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SRR 2
e woura @ T
o (MR
Bl qce/tsTAIEIIEER | &Il —REURHIRATHIE.
6. OceanusHf&
Oceanus TR
MERFS
ke i P a=ae

* (&M

&oceanusiIE AR ENE.

3. SRR

4. fErEE

WNFRE - (2B =FE 93 I H372m



O BASTCE

=in#E ( BARAD

HEEEGE

* {ER3RRA

ErSERBIOHIERERREIRIAR | SR— M TRKIEE-

policyld:Fiin Bl SRR ERLAIpolicyld

o Rl

policyld : policy-6vmfyugf

2. BHEE

o (ERBR—  WTAREMARIBNSEMEE,

FHEENE

R RARUEENTT.

° FERHET | FTEmARNSEHSE S ERAES AR R E,
HEEHEZR , ITIELH) , OccurTime

PUTBSIEIRAIIRE.

WA : (28 =Fa

594 Tn #372
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o {EF3REA
ESRMEER, ITIESEA) , FHARTE , EREE , FUTP AL, D RLUBRRER S RENSEHFREseqid

TSRS seqid FUTHEIE2-3, TR S EZRIGN.

4. BoEHERE
5. FeEtaE

ERGE

b s @ J-Eih

o {EFAHEA
FEpodER | ARBEREENEpodEFR
o
barad-api-go
o HEEFSH
AT ERIGEmMasterts A ERFTE podAYERECE | EFFEMApodNEFRRIHTERENREEHER.

EEERSS

5. Flink PRI
6. Bal. FIERES

fEtcloud-barad-skywalkerfd/usr/local/services/barad-skywalker/jobBR T

 HfTrun-job.shiEanHZ
o H{Tstop-job.shiBEEIA

2. FlinkhfB{F
o BREXHNE

job.properties

RS - (28 =Fa 5895 T #372;|
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kafkaStartTimestamp JokafkaiyZRao=Foa a2,

validBegin MG EAHNERIFFIARZT AT
validEnd J9iR BRI NERILESRAVEF B [A1EL
b= 3= g

#EFFvalidBeginfkafkaStartTimestampi& & 8—#f,
3. FIAN4A
create-supplement-job.sh NBIZEANERYES , FHEITHNERIEL,
run-supplement-job.sh AFFEITANERNES.
stop-supplement-job.sh AFEELEHNERHES.
HELE
o #AZltcloud-barad-skywalkerZFzg=fd/usr/local/services/barad-skywalker/jobBRT.
* {&Bjob.properties 3Z{HfikafkaStartTimestamp , validBegin , validEnd , ¥validBegin , kafkaStartTimestampiREHIFNEAIFFIAREFORTIEIEL |, validEndiRE
ARNERIZEERAVZEF DR )RR,

¢ i=fTcreate-supplement-job.sh , Z&/usr/local/services/barad-skywalker/logs Fflink-supplement-job.logf9&FHIAE. BERAIHE ranceld Mz THIZAAIAT
18, ATLARIER SRR EE IS TR,

RS - (28 =Fa 896 TW #3721
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486 |F

int(

pld=cql-z

JarFilePath

909619400" , "Uin":"9
500 | FlinkJobHt

WMRER LAREFRNCR |, NIRBBIR NHESTIE TES AT, BLMlink-ui EEEHNEESIEITAIRUR.

Runring

Available Task S

Running Job List

Job Mame Start Time Duration End Time Tasks Status

Completed

Job Mame Start Time Duration End Time Tasks Status

o LHEESHITRRRE , SWEEHIEREmanagerdfExpectStatusAPRSEE | TR EESHMNASBEEHES BE O SR NIRRTV | BRXES
BIERIEE | BERNEES. BMEESREER.

RS - (28 =Fa 97 W #3721
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ate Jservices/userjar/
ere Id =1
nection=[914424520] , t ime=0
ion active=1, numIdle=4,numTestsPerEvictionRun=3
usFro 1anager sql=select ExpectStatus from c
onnection= [1688376486] , tim
]qetDataJourLeCnnnPctlun active=1,numIdle=4,numTestsPerEvictionRun=3
:48 696 |getExpectStatusFromManager sql=select ExpectStatus from c_res_flink where JobId ='cql-8rjks9s@"
:48 697 |getConnection=[1904472606] ,tim

_res_flink where JobId ='cql-@rjk

1,r1urn1|:l'|.e=4,nu ctionRun=3
d stop status, d fi eason of flink ? JodId =cql-@rjksg

iptions": [{"StopT) - - 5i 9-9 i ap-guangzhou
20"}

102?52%69w a|- 11:07:48 700 |HttpUtils post content={"Action":"StopJobs","AppId":1,"RequestId": Qddﬁbhla 8375- -1leL1 8c
opJobDescriptions": [{"StopType":1,"JobId":"cql-8rjks9s@"}], " "Version":""2019-84-22","Region" : "ap-guangzhou" , "SubAccountUin" : 9896194
"99619400" }
1627528068608 | 2021-07-29 11:07:48 709 |HttpUtils post code=200
1627528068698 | 2 97-29 11: 709 |HttpUtils post responseTe:
789 | FlinkJobHttpServ
789|sto
627527461204 | 2021-07- 29 709 su

D . User Narms Qu StartTime LaunchTime FinishTime ... » FinalStatus
application_ 1626162146021 0028 root 5=nalld] cql-Orjks9s0, Apache default 0 Thu Jul 29 Thu Jul 29
tid]: 9dc J'Jr-L"li Flink 10:58:28 1108:19

lli!‘: 41eb- +0800 2021  +0800

Bcfe-242b6ber4732, 2021

[Runtim 59, [Name]: tce-

barad-supplement-job,

[Appld]: 1
application 1626162146021 0024 root [Serialld]: cql-hweBkjvi, Apache default 0 Wed Jul  WedJul 28 Wed Jul FINISHED FAILED

AILANEE FEEEIX A EHNERIER | CEBXERNELEIRER. MIESREN10.41-10.51894E,
=3
MREMEES—EIREELE , sILAFES Tstop-supplement-job.sh , #T{ER« NE(ES.

6. Kafkai®{Edp

KafkaT5 /250

cd /usr/local/services/kafka_2.11-1.1.1/bin/

./kafka-server-start.sh-daemon

../config/server.properties

EHEEMBAE

tailfkafkaServer.out

jps EEkafkaHEEBIEE

&E topic FlIF

./kafka-topics.sh--zookeeper {zookeeperlP}:{zookeeperPort}/kafka —list

BEEIEEopiciFls

./kafka-topics.sh--describe --zookeeper {zookeeperlIP}:{zookeeperPort}/kafka --topic {topicname}
flp&topic

./kafka-topics.sh—delete --topic {topicname} --zookeeper {zookeeperlP}:{zookeeperPort}/kafka
EliEtopic

/kafka-topics.sh--create --zookeeper {zookeeperlIP}:{zookeeperPort}/kafka --replication-factor{x} -partitions {y} --topic {topicname}

7. EstBxmS

ERERIESEN EHIT.
EERFRBIAZS: curl -XGET http://localhost:9200/_cluster/health\?pretty
£BfnodefSA: curl -XGET http://localhost:9200/_nodes/process?pretty

BEERHAZ: curl http://localhost:5100/_search/clusters
ﬁéﬁﬁﬁmetrlc: curl http://localhost:9200/_metrics

B9 FEMERZIE): curl http://localhost:9200/_cat/allocation?v

Eéﬁj\)ﬂku curl -XGET http://localhost:9200/_cat/shards
BHEZRSIKZ: curl -XGETlocalhost:9200/_cat/indices?v&amp;pretty

WA : (28 =Fa £98 ™
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=itz (BARAD)

HEKE

BIFSEATE): 2024-12-19 17:12:00

1 IEHEIS RS

w5 KAEIRT izl
1 BEKSTZIZR B EKIG TS
2 InESEEEE BEGREEATIRERABIER
3 t@&zookeeperikZ& &EFEzookeeperEBIEHR
4 teEKafkalkzs BEkaftkaZBIEHE
5 t#EElasticsearchifz& &&ElasticsearchEB1EE
6 HREFlinkRZS BEFINkESES
7 IeEEftpodIAZS EEHMMERERIES
8 I EE AR BERRERER
iz 3
i
NS
AR
b
EERBPEN fstorm110. feafka . fdkSpout
EERBPcREE faarm 110, feafia . fikSpout
teEzookeeperti® JekClish, EiT s/ . BRARER
EzookeeperiZiTIHE, M¥zockeeperBIHE
Zockeeper BET SRT N Eerontab, SERENSENTE
E® SIREE (1, 2, 3]5[0.1.2) MWTHIBkaka WEEETF
L s, ATESSNER, CT—SbaEs. CORTREN
teMkafkatfis BFAdkafaTiE, Sk 2 SER
= BRSMIkafa™aE, ps efjgrep kaaRWMERATRE. I0TFENTE,
S Kafka S SEBIBIN berontab, SNSRI AL
II
E=x _used [ capacity.disk <= 0.8,
B ax e isk_used / capacity.disk > 0.8
t&EiElasticsearchif curl es1.barad-3200/ cat/health?y
EmoE BT Srodilyellowi ERetinode2iE, REBMnodeBHERETinN, RN ERFOE,
Smae =
| En EETSM. Status running . BRESERE
d WM. 5 Status T8 running
B FlinkiftE BRByamiEA D MEENEE, ERNESS
AR
SOETEEEStatus TR running . ISEEES
i fearad-skywalkerfjob BRTET 2E. (R WL linkEREEE,
baradti=podBEiSiTe
baradBREIpod MIEETFEHAT
eEREpodiis g tokoud-barad
FREMpocHESHWSEN, REWHERETHED,
EWHIREHERpod. FLIEEREpod.
memane [ A RNEETE

2. inEnEEde

RS - (28 =Fa
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O BRTTCE

BRECBENG , SERRETES, BNSFTSE (RFSREER) .
. BUREH

EHREEFIS,
o BEEE

BEREFREREENE | EEar MRS EIIR,

o MRELER
o IFX : NmEZIRE , MIESIRIS L RAILUIEERER.
o BE  NmBERE , STKESE.

o SENE

2R (EHEFM) PEEEE T THIE S,

o BRI

.

w

.t & zookeeperikzS

EFRzookeeperiBEH1EE , B zookeeperEBIER,

o HURSM:

EREXzookeeperEBE | 28 pFIERERI.

o BIESE

=itz ( BARAD)

BRABZKE A, #Fzookeeper&2EH R ( BAiN/usr/local/services/zookeeper ) , HAbINER , i517./zkServer.sh status, AT mFEIRAE | BT follower

4h, Bl Meader , MzkERFRIEITIEER.
HAbINBRT , i517./zkClish , iE(T Is / , EEEREE.

o MELER

o IF
=
E23

& RERBRHE /storm110, /kafka , /kfkSpout,
o BE K

[root@hdfs-172-25-0-13 /data/zookeeper-3.4.14/bin]# ./zkServer.sh status
ZooKeeper JMX enabled by default

Using config: /data/zookeeper-3.4.14/bin/../conf/z00.cfg

Mode: leader

[root@hdfs-172-25-8-13 /data/zookeeper-3.4.14/bin]# ./zkCli.sh
Connecting to localhost:2181

Welcome to ZooKeeper!

Jline support is enabled

WATCHER : :

WatchedEvent state:SyncConnected type:None path:null
[zk: localhost:2181(CONNECTED) @] 1s /

[ZkLock, stormTransportMap, zookeeper, data, hadoop-ha, TVPCDETECT, yd, stormCgiMap, tdsglzk, cc_new, tdsgl, cloud, kfkSpoutl1®, TVPC, DFW, kafka,
kfkSpout, ocloud_api3_2019_11_24, lock, tcloud_api3_2@19_11_24, storml1@, GWDETECT, dataIdConf]
[zk: localhost:2181(CONNECTED) 1]

WA : (28 =Fa

%100 I

\

EIFYERERK /storm110 , /kafka , /kfkSpout, E&kERUIRBEMNANEHFERE (L EBRIRAIALHKXS storm , kafka , storm ) ,

£372m



O BASTCE

v

FERNE

#zookeeperHiEARFIE , MIEADINBR , iz{Tsh zkServer.sh starti§zookeeperEFHiiic.

ITHER

ZookeeperZpE T EENN Fcrontab |, MRS E S,

faEkafkalkzs

ERzkflkafkaTim |, iEkafkalKEEREIES.

RHRSM -

Bk zk T mflkafka T B RER.

BFPR

HNZKEBERIbINERT |, iz17zkCli.sh , i51T Is kafka/kafka/brokers/ids,

IGEER ¢

o INSIRMEIL, 2, 3]5[0,1,2] NFRTE3GEkafka TRIBEITH , MRRD  BAITRERE , BFA—EXMRS , BHFERRES.
o MR FARBLRESTIN , WG TR , HiTget kafka/kafka/brokers/ids/130618222416261120 , ATLA

) , BRERIdERRIIT , iRkafkaBBEHipXIER , BEARIESEkafkaTiRIER.

FELE

EREERkafkaT R | ps -ef|grep kafkaBEHEZEEHFE  AFFE , HAbInBR , #147sh kafka-server-start. shUIEHHIEE,

IBHERY

Kafka¥y B4 28RN L crontab , SMdFEiEEN BRI,

& Elasticsearchifzs

6 &ElasticsearchAEERIEH.

curlesl.barad:9200/_cat/health?v , EEIRERIstatusE& Agreen,

curlesl.barad:5100/search/clusters, EEREIZRFPURIERNHEFRE.

o IFE : &£EPIRSHgreen, HEiEEEFHIdisk_used / capacity.disk <= 0.8,
o BE : EEPASAredalyellow , MaTEEEAYdisk_used /capacity.disk > 0.8,

WIS : 2B S

== (BARAD)

%101 ™

IBRIpER (1dBY%RSM BRRREER

#3721
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o SEAME

EEEPIRE redfllyellownlgERestInode#[E , FEERnodeBEHIERDRIER , NRIESFTEHNIT./bin/elasticsearchEFhzE,

£EEfdisk_used /capacity.disk > 0.8 , RIFERREARRE , SEH TV B.

. EHEER

GElasticsearch YRR FERAZRISIEER,

o

IREFlinkRZS
HREFInKIKSEEIESE.
o IRELEE

ERgayarniziaIAO |, 20110.19.0.34:8088

WIS (B =FE 58102 71 #372@W
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L3 C A Fe% | 10190348086/ clusterfapp/application_1612167 170857 0001
ol @Rr DAR @ Q FE 2 BMEques @ ongt & CUMRERN O rRECEOR

Application application_1612167170897_0001

- Cluster Kill Agplication
aboyt
Modes User: oot
Dode Labels Name:  [Seralld): cql-000dtsam, [Requestid): aff3ddd 1-ec90-428a-b89e-fefd1b181b2e, Runtimeld): 3, [Name): tce-barad-Job, [Appld): 1
SRrtalusg Appliaation Type: Apache Fliink
mﬂf' W SAVING Application Tags:
SUEMITTED Application Priority: 0 (Higher Integer value indicates higher pricrity)
nm.l HING YarnApplicationState: RUNNING: AM has registered with RM and started running.
EIMISHED Queues  dafault
% FinalStatus Reported by AM:  Application has not complated yet.
Started: Mon Feb 01 16:13:55 +0800 2021
Strchder Launched: Mon Feb 01 16:43:59 +0800 2021
+ Tools Finlshed: N/A

Elap
reanyn —_—

Log Aggregation Status—hnad—stx

Application Timeout (Remaining Time): Unlimited

Diagnostics:
Unmanaged Application: false
Application Node Label expression:  <Notsets
AM eontainer Node Label expression: <DEFALLT_PARTITION =

Total Resource Preempted:  «memorny:l, vCoresd»
Total Mumber of Mon-AM Containers Presmpted: [
Total Mumber of AM Contalners Preempted: 0
Presmpted from Current < wloresds
Number of Men-AM Containers Presmpted from Current Attempt: (1
Aggregate Resource Allocation: 18044634520 MB-seconds, 4405418 voore-seconds
Aggregate Preempted Resouree Allocation: () MB-seconds, § veore-seconds

Show 20w entries

Attempt 1D = Started s Node 3 Legs % Nodes blackiisted by the app % Nodes blacklls
sppattempt 161167170867 0001 000001 Mon Feb 1 16:103:55 hitey 10190138042 Logs o o
+0800 2021

Showing 110 1 of 1 entries

& 5 & Ac 10,190,348 B ox B(m
o @z DAk O AE QD EeE
s N
rin=lajalaaj RUNNING Applications
= Cluster Cluster Metrics
dbout Apps Submitted Apps Pending Apps Running Apps Complated Containers Running Memary Used Memory Total Memary Resarved WCores Used WCores Tots "
bodes | i [ 1 1 i (1] 00 68 08 17 an [l
Spphcations Cluster Nodes Metrics
e Active Nodes Decommissoning Nodes Decommissioned Nodes Lot Nodes Unhaalthy Nodes Rebooted Node: Shutda
SUBMITIED i o L} Q 0 ] ]
% Scheduler Metrics
E Scheduler Type Scheduling Resource Type 1 <at Madmum Allocation Madmum Cluster Appilc
ELLED Capacity Schaduler [mherrwong-mib funit=bl), veares] | wrmemenyB192, vLoneal> a
Scheduter Show 20 ~ entries Search;
+ Taols o cated Rewerved o z P
et = - _— R o Allocsted  Allocated ™ esarved  Wof | %o
o AT S A:rDI(:Io:n Queue j:—hr 0 Startfime | LounchTime | FinkTime | gy, o | Fnaistanis | o bl oo memory U Memony | Quewe | Cluster | Progress & | Tradding
< biia o laieity - - N ) 2 Meors S MB YOO g c [ 8
ampiication 1612167170897 0001 froot  (Serfald:cg-  Apach default @ Mon Feb MoanFebl  NAA RUNNING UNDEFINED 37 7 [T1EH L] ] 1 i Application
DoOdtzam, Flini 1 18:13:59
[Regquestd]: 161359 +0B00 2021
alfiddal- +(800
#co0-428a- K021
bde-
teldlb18lbde,
Runtimela):
3, Mame]:
Ree-Barad-fob,
fappld]: 1

Showing 1 80 1 of 1 entres
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-
5% Apathe Filmk Dashssard Worslon: 110, Commit %c0c30a @ 15062020 @ 193017 C5T W

O Ovarvarn

Availsble Task Slots Running Jobs

Rurning bob List

Toby Hame Start Time D ation e Time Tanks. Status

Completed Job List

Iob HMame Stant Time Duration [nd Time: Takes Statws

ALERINE | IE51THE , BaRtiEE
BEEHERR

tce-barad-job [MNIE B

) AT AETAoAetd 156400 CSE 20 chaB435 Start Time: 2021:0201 16:1401 Durstiar: 2d 23h 58m 282 Cancel Job
Overview Exceptions Timetine Checkpoints Condiguration
== =
Name Sastus Bytes ez aved Retords Rezaved Bytes Sent Rezzads Sent Paralleisn Start Tirme: Duration End Time Tasis

s — 1]
M oo (=) o
O[5 ) e o
m 5 16,667 B2 u
 runaanes | a
RurainiG | 556 2|
 euraanes | 1]
 rurnin | 164 o
| euraanes | a

o MEHER:

o IF# : TNEKLREE , Status running , UEREGEEIE.
o 5 WEAR:E , & Status R& running.

o SHAME

WRAERE (B =FE 55104 T0 #372@
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MmEARE  EEREAS.

WEWERMEStatus A2 running , EFHEES. Emasterti it A\Zlbarad-skywalker ,cd /usr/local/services/barad-skywalker/job #1T

[root@tcloud-barad-skywalker-78dbcdf4b9-wd7qx barad-skywalker]# cd job
cloud-barad- ,kynalker—!odbcdm j
ob.sh create-job.sh flink-config.properties job.properties run-job.s! update-fli
cloud-barad-skyws r=78dbcdf4b9-wd7qx jobl#
oud-barad-skywalker-78dbcdf4b9-wd7qx jobl# 11

root root 122 Feb Pz
root root 177 Feb 13
root root 462 Feb 13t

|

|

1 link-config.properties
1 root root 334 Feb 13:

|

|

job. propertle~
root root 158 Feb 1 13:
root root 151 Feb 1 13:
¢ 1 root root 161 Feb 1 13:
c¢loud-barad-skywalker-78dbcdf4b9- wdaq
@tcloud-barad-skywalker-78dbcdf4b9-wd7qx jobl#
[routratrluud barad-skywalker-78dbcdf4b9-wd7qx jobl# more check-job.sh
#!/usr/bin/env bash
fusr/local/services/jdk/bin/java —jar fusr/local/services/barad-skywalker/flink/flink-job.jar Checklob
@tcloud-barad-skywalker-78dbcdf4b9-wd7qx jobl#
cloud-barad-skywal 78dbcdf4b9-wd7qx job]#
[root@tcloud-barad-skywalker-78dbcdf4b9-wd7qx job]#
[root@tcloud-barad-skywalker-78dbcdf4b9-wd7gx jobl# pwd
fusr/local/services/barad-skywalker/job
[root@tcloud-barad-skywalker-78dbcdf4b9-wd7qx jobl#

MR NN

N NN N N Y]

[
[N

o BHEERR
/usr/local/services/barad-skywalker/job
BRTHTIRE. Sl Sk flink{ESSAIHIE,
7. B E b podik7&
EFRtcs-masterEH| , EEbaradtBXpod2EIEE.
° BHERM
B3kEtcs-masterEHEREE.
o BEPR:
ZFtce-masterE#l.
HiT@ < 'kgtcloud-barad’ , EEpodEFEErunningik7s.

o WMELER:

o IEH : baradigXpod&MEziTH.
o BE : baradigxfIpodBIEEITHRIRES.

o HELE:
EEREpodIHTHEMHER | RIFEMHERHITE,
o RIS

EHENRBEISEpod , AILAEIHERFpod.

WA : (28 =Fa

=itz ( BARAD)

%105 I

sh run-job.sh
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BESE

BRIASEHATIE): 2024-12-19 17:12:00
1. SIEaERRS
2. Rk

AgentiGiEizEiE. SHEUE. B ERR LiEEIbarad-nws , barad-nwsxI4E(EEENFAGEFEIkafka , kafkaBdBRAZflink |, flinkFEBEIRITHEERRAN
kafka , kafkaFEEUES Awriter , writerS \es , EFERIHREAEUE , ARapi , apihestiiEEUIERT.

w

= i

IR T EERIEZE  RERAERSEERIENEENNZadpEERN |, adpEERNSNFE " EkafkaREUSIEEIRHTIONZBHFSEEMN , FENWFampS
TRIX , ampEELRXLXERARIER | AERSERREERFElestRT.

=5 nws . )
EEEE l:: AR —:' kafka — flink :ﬂ kafka }—b writer

{ Y

= RaE FE e SRR SR es  [&— APl
A A A
|
TS -EEEA (barad3iEE) BliEse adpSEiam B ampEEAiE )—, =

— &
—_— S Sict

&t B—Fkafkaiz), F_EkafkaisH

HFERE

1. DHEMEHR | 4I)SeE.
2. §tx3BKcase DT,
3. 2RO BE—HEE,

2. BpELh R CASE
3. T mE TR

o HIEREH:

R ERES— AN

o HENS

P a A M E A AR,

\|

WRINERE : (ZE=FEE 28106 T #372m
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o BIREMIRAE :

~]# curl esl.barod
status al node.de Pl n pending_tasks max_task_wait_time active_shards_percent
- ¢ Q 16 3

EEFHREBIERYEN : curl esl.barad:9200/_metrics , IEFFIRSviewName indextISE S , ERFTINIRILiZindex , NISIEREEAHIRNSEEIIR , 72
TEN | SERERIGIEI AR ctsdb , BIERRHHRENOE.

2. BEERENNEIEERESIES : curl esl.barad:9200/_metric/cvm_device-60,&iREfIformatsepoch_secondMAIER , & HRepoch_millsiAFE, NGEHSE
BEIZEMIEERE (NEERINAGE , FEEELTHERBIE | TERAmetricilis SEFFHTIIMRIEA ) .

rootetbds-10-10-13@-29 ~]# curl esl.barad:920Q/_metric/cvm_device-60
[“result”:{
ovm_device-6@" : {
"flelds" : {
"value" : “double”
h
“tags” : {
“projectid® : "string”,
"metricName” : “string”,
“vm_uuid"
“statType" : g
"appid" : "string"

3.MLALENES , BEHASIZEE B AERAEIE  TEEesHBER S,
curl esl.barad:9200/cat/allocation?vfdisk.indicesE] &5 & X4pI{FHInodeZd ,

curl esl.barad:5100/_search/clusters RILABZEIRI R SRS o BEciInodetiiZZsiE). MNEXEINEEE  NEEWESHITT & ¢

WA : (28 =Fa %107 @
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"clusters": [
{
"cluster_info": {
"region_id": 1,
"set_id": 1,
"id": 15321822930029157@9,
"cluster_name": "cstdb_cluster_yhcq",
"cluster_type": "ctsdb",
"version'": "50604.20180509.664",
“status": 1,
"node_num": 3,
"access _machine'": "",
"auth_disable": true,
"label": "",
"appid": @,
"es_config": null
}r
"node_map": {
"1532182293002915809": {
"id": 1532182293002915809,
"machine_ip": "10.10.130.134",
“rack_id": "rack_ 2",
“"http_port": 9200,
“"tran_port": 93@BJ
“type': 7,
"capacity": {
"cpu': 10,
"memory': 120000,
"disk": 240000,
"network": @
},
"disk_used": 25073
}
"1532182293002915909": {
“id": 1532182293002915909,
"machine_ip": "10.10.130.130",
"rack_id": "rack_1",
"http_port": 9200,
“tran_port": 9300,
“"type": 7,
“"capacity": {

4. {aEszkfkafkaBBIEE :

BRKTR , HAZKZIEBR , #AbInBR , $#147./zkServer.sh statusip< , IEENIR[Eleadergkfollower, EIRFENIATREZKRESN , H14Tps -ef|grep zookeeper&
BZkRBIERAE,

HEzkIEE , MEZKAIbin B R THAT./zkCli.shit NzkAIshell ( FiFTEleadersmiiaT, followerth AL , SNRHUTESHRIML , AIEIXS LR ) , AfEHATIs /kafka/broker

WA : (28 =Fa
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s/ids , EENSIREIFFEHkafkatsmid , —#&79[0,1,218[1,2, 3= = , &EDTF3MATsEEE S kafka i mEE | get  /kafka/brokers/ids/1a/&EEEAHkafka n
odefﬁ%\,endpointS%EIhost?ﬂ,E\-%E’\J*ﬁ’,mk.,u,lttiLEllepﬁT%ié“é’a‘E%B’i'iﬁirJ\Jpodi)%‘ﬁﬂ:ﬂ°

8 EST 2018

1A'd = Ox3000000
= Wed DPL 25:28 EST 2018

ldren = @
zk: localhost:2181(CONNECTED) 3] ||

5. &85 kafkaTT R E |, RHEIE EiRbrokersth , NIEEZ RkafkaPmEEkafkaTREBIESR, Eendpointsthiipittit REIMNRETLAAEIp , MitaEkafkakg
BER, F"“%kafka%‘ﬁffﬁﬁkafkaﬂﬁﬁaﬁj‘zﬁserver propertiessiadvertised.host.name2BEENANMip , RARE | BRAXip , ARERBkafkatsm , Hith
TELUEE, ( kafkaEEEFEAbinE R Fhkafka-server-stop.shflkafka-server-start.sh , ESfSps -ef|grep kafkallZR MHFEHEIATEIEE O XSFIRTE ) .

6. kafka P RAFEBEEHTHAESXWSH , AIEEN TR MTdf -IEESXERER, RifieEkafkaftEXHlog.dirsEREENTERANHEBR , 0BT
HARfIEECElog.cleanup.policy , log.retention.hours2& KK ( [EFEEEISHEARTE93dENET ) .

connection. timeout . ms=

7. &5 —EkafkaBEEKRE , WEEEFIEESZink , fTEmastertimpt AFbarad-skywalker ,cd /usr/local/services/barad-skywalker/job,$14T sh run-job.s
h,

2. BT AEE FERTEE
o HFEEREK :

XMERATLIS R EERIREE. MO RS REIEE

WNFRE - (2B =FE 5109 T 372



X BIHSTCE Ut ( BARAD )

SIS
BT RERHETIBRISELE | SO mEARE.

o HBERENL -
i. A LIRS RS LR,
ii. 0AASE EIR , A HIRMEEES LI aR | ZUABIS R\ AR ER.
iii. EENE , WREMFEREERESE  IiRFHREIERESok
BHEbaradf9HUERE , StormDictionaryE R RIVRERZBHEMIICR.

EENFCRAEFE , W -
o WNEREcvmALB , NEFEbarad-scriptEaesAidbarad_sync_server&BIEH ( ps -eflgrepsync_tool ) IREERBIEE , BLEEHICCDBHEIHRRIEH.
o NRRBIEcvmi=fm , NSHALSHEE LRENEENE  IRE LR , NEHbarad-scripta28ERIdict_accessFldict_sync_tool 2FIEE (ps -
ef|lgreptornado_cgi.py, ps -ef|grep translate_tool.py ) JAARIESE , NEENNAHNHENRIF/data/logTR).
iv. FIAESERNA S EEIES.
INERITHNEARELER (—RREMISEANTSEE) .

v. HEEnwsHflink A& ( nwsHZE{F/usr/local/services/barad-nws-1.0/log , flink BRI 7ERiH

L=om.

@ pache Fink Web Dashios X
& o @ 0 & 1009034 ¥ 0o no*n W=
Apache Flink Dashbsard 3 Verslon: 1101 Commit: 9 2 @ 1506 B 1 c Merage

=/ data/Madoops yarnslogs applicat Lon_ 1612167174897 _29e1/

en=file:loge]. properties

arg.apache. Flink o
org. 4P he fllni.

fages -=atrlx-stats-cl
. B/ c ommons - Coder
FLLnk_10b_L, 10,07

us - event «1istener
k BAFLLAE- gt atel
/¢Link -toolbax- i

ene-guerbes. Jar
luge

1 fLnk ]!bl
aesfLink_11b_t. 100/
Llent, Jar :f1ink_LLb_1,
k_LB_1. 188/ reactlve-strms
sor. J..— Flink_11b_t 10

metty-buffer.Jar
setty-resslver.
postiresal

Aarsflink_11b_
frank-gval-clien
=1 44r F1Lnk_11

srank-eval-client
3%-3.7.35 Jar :F 110k

oot nettyé client g b_1. 16, éftransport . far 114
enf_yaml Lisee viees has [ - oeal e viced Fhad
‘common /hadoon - kes - e Liservices hadooo-3. 2. Lishare/hadoon/commen /ha dooo -n f s

HpEAbIE

W ERAER IR BRI LIRS0,
REMBTEEERSERSRE | WEHNfiESESbarad-scriptAes.
BESEFRBIR | WSERREEE,

WG S ERNE RS 755,

WIS (B =FE $5110 ;0 #372@W



X BIHSTCE

EREEMERNRERSEEHTEML. EHaEIIRTEIRREIER.

o BEYHER

SRR F—EE M.

EEENEECAERE.

w

o BPEIISR

CVMEBS SRR

fEE

CVMRY CPUERIER , NiFEREFAEFERERLEEEIRE.

o HUREEN

i. TEFH EHAagent2& %% , agent{irF/usr/local/qcloud/monitorBRT.

-

HpEAbIE

At

ii. HagentB%% ,
iii. HagentkZax , NGB FHlstargateRBIERIEIT(ps -eflgrepsgagent) , H
iv. MEZFHlagentBEGTHREE (/usr/local/qcloud/monitor/barad/log)

v. FagentR&aE , Niagent,
vi. EEEREERNT , WBENN_Ebarad BRI S MR

AR

EEsle LR LIERICVMINIEEEEE.

4. BT EE

kafka

HE RISEFEBEEREN D RIS
7/
7
e
Ve
Ve
//
»
e e
redis

WIS : 2B S

=
TEE

=itz ( BARAD)

faiAagentELBRUER 2B IEH , HRERESIERRT . agentBE(ITF/usr/local/qcloud/monitor/barad/etc/plugin.ini,
BiR#E(/usr/local/qcloud/stargate/logs).

— EERE
barad-api
SEFTERS
1117 H372@,
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X BIHSTCE

o HEAN
E£4E4tcloud-barad-alarm-synchronizer
L& i%ktcloud-barad-alarm-amp

H&igMltcloud-barad-alarm-detector
& StormCloudConf , alert_management_platform_new , manager

° HUERSIBIE :
=
StormCloud
Conf
barad-script
StormCloud
Conf

tcloud-
barad-
alarm-
synchronizer

tcloud-
barad-
manager-api
i tcloud-
m:r?a- er parad-
g alarm-amp
db:
alert_manag
ement_platf
orm_new

1 EERGANENE  SRREHE  NWERR (Frar- midiaz dE) #iTel
2. EENEMIRELEE  WFEEESETAMNRT  RIERTREHTHE
£372m

\|
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5. B SSTEE

o HPEIISR
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o

IR : (IZE=FE %113 ™

BRSO mA LRSS |, B0 mIAZISE.
BRI AL |
EEREHhENIE.

EELAINEIERGRE S ERMTIFENE (BRI HINRE T > 0ERLIRHLEN0ER , XM NAESERMIIFSEE ) | FENNEMEEEEN+1
MNEERSEE (INRETHE—NES  UFEEELIM N RERMNRERASEE) .

BHEalarm-ampREHAEHE(tcloud-barad-alarm-amp&gs) , MRERXAT , ERERE | AHREEFZEOEKISEORE , BTRIBERMREEEHE.
WNRalarm-ampFLA&iXHE , NFEHEEcloud-barad-alarm-synchronize pod WA , MNBEEFIREKEISERHNER , WEHTFkaftka kKX HEHEmSH.
HERERE :

EHEEERAILEEINAZI S LN REEMARIES | FERKEIEERIEEER.

cmBHIETEE

HFEIS

CVM7EIRHIE EBHE  (BRKARIHE.

HETERI R AR -

KFER N FEZFRIFRANNEL | TEisd.barad L , qce/cvmBdcvm_devicefllE T , BEEXIMuuidiYappld & KA appld , t18Rappld ~EHEFHappld , NIZEEF
BIRRIERINE

#HZEbaradfdb , StormDictionary.tDictionary_1FREEEEXIMuuIdiNER |, IRE , NaTaERdict_loaderskRIEFENNE;, , FEFbarad-nws pod,

WNRdbEFLIIREIFCR , WeTgeRbarad_sync_serverft&fYccdbitbitigiR | i A\barad-scriptBesxI MRS EE HE(/usr/local/services/barad_sync_server-
1.O)FIECE 4,

HEER
WFHESERMHNICVM |, ZHlE ERTLUESICVMNEEER.
FTHIHER
IS

ENREETENSEMN | ERESMPONEH S EFEINAIEHER.

i. BRI AN
ii. B ESHES LR,
iii. thB=kafkaBBIEH :

#Ebarad-eventZ2EMAInws_event_frontAE ( /usr/local/services/nws_event_front-1.0/log ) ,2&EEkaftkatskMHIAE., WNREBIIELAIELM , NETEE
kafkaBg BARIEMEE FRIIAK topic , EHFEkafkafBF0kafkaftopiclE,

WNREkafkalEE ( L3RI , Bnws_event_frontBiHRAE ) |, {ERevent_handletEIAE B EEkafkalIHE , NATEEkatkaiztopicRE., aI=idiE—1
topici#H4Tillis, , BlfEkafka biE— Mopic , #AEEHnws_event_frontfllevent_handlefIEeE /Y , EittopicEiidtopicName , ARERXFMNIRS.

& BESERREABIES : cur:lesl.barad:9200/_metric/tce_bm_lost_agent JREIfJtimestamphIformat=E&RHepoch_second , MERIREIREEEIREINFERA
epoch_mills , NIFRABFRERTERTE , TissERHERER.

AR

EEMPOUEHET BRSNS HER.

£372m
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8 BHMILEE
o HEEISR

BHPORILERISEMRE | BREEFIRELRD  FEITHT SENARBAFREERER.
o HUEEINAE

ISP OBICREEEIIRTICR. EEZEHTINKESHET SERE , (REE , WEHhONCRESRTRLRE | %IBRAESER  NFESE , UFE
BEESERBUEANEHIETENR.

EEMETSE  BELTEECR , WEESEAMSHEHTHIE.
o HPEER

MTFEMESENNE , EEFHEELIIRTUBICREFHNSTECR | ClIREENAREBKEIEE.,

WRIERE - (2B =S 114 ™

\|

£372m



O BASTCE ZUsi ( BARAD )

I<tr./\473

BiENE

BIREHATE: 2024-12-19 17:12:00
1. N EFnZ=Pod B

HpTbarad I EHRFNEALHIBE RSN . KubernetesEEg#F M livenessprobe ( FERET ) SKIfEMIERSES , (FMAreadiness probe ( MAERET ) KIAEDRED
EAMETTLIEZRE. oS PEERHTMARHNEXINT ¢

livenessProbe:

exec:

command:

- bash

- /tce/healthchk.sh
failureThreshold: 3
initialDelaySeconds: 30
periodSeconds: 5
successThreshold: 1
timeoutSeconds: 5

readinessProbe:

exec:

command:

- bash

- /tce/healthchk.sh
failureThreshold: 5
initialDelaySeconds: 30
periodSeconds: 5
successThreshold: 1
timeoutSeconds: 3

R MREHERRESEMA/tce/healthchk shi#{THEE , EARREEHASIRBRETNAFHTENY , MREAHSITEENLI0EY , BULEFORE. BEFEERETI5
ZEiREtkubenetsEEEHRIE IV SiERAVIEELNE,

2. St
FESSEWE , BT crontabISTMIEEIMGE | HATHIEQERII SEIEHAZEIMER , Bifkubemetestipod ERFHSRAIREIAL., WiEbarad-apizs

BB, EBNNERES

[root@tcloud-barad-api-7b5dc6d55b-6hd65/]# crontab -l|grep monitor.sh

*/1 * * * */usr/local/services/ConfigClient-1.0/admin/monitor.sh >/usr/local/services/ConfigClient-1.0/log/crontab.log 2>&1 &

*/1 * * * */usr/local/services/barad-php-5-6-29-1.0/admin/monitor.sh >/usr/local/services/barad-php-5-6-29-1.0/log/crontab.log 2>&1 &
*/3 * * ** Jusr/local/services/barad-php-5-6-29-1.0/tools/php-master-monitor.sh&

*/1 * * * */usr/local/services/tnginx_1_0_0-1.0/admin/monitor.sh >/usr/local/services/tnginx_1_0_0-1.0/log/crontab.log 2>&1 &
[root@tcloud-barad-api-7b5dc6d55b-6hd65/]#

3. Barad B iai=tEtR

YiBarad B SHEI TSNS @B L EER Fiprometheusi# T, Prometheus Server&refffiiElbarad exporter FISISEIE | FAEZITSDBH , RGBSR
LR | NRFHEEMNBE T alertManagerfE TSRS, HhbaradfVisE=8iEEBENTHRS ¢

I 569
1 QEE cPU, i
2 Flink S FESgHR EEERFETIRE— AR | SRR RS T S — MR AAL AR,
3 KafkafETE Kafka topicei SHREL
4 NSzt NWSEEIRIE B RSt
5 ESRORASIR SRt | TRl | 2SI
WS LB =TFE 115 H#372@|



X BIHSTCE Ziki (BARAD)

IWESHIES

BRILEFAYE: 2024-12-19 17:12:00
1. HEERELETEE
o HER
HBEFTREF T, =, HUEMEEEI S EERRSHFRS TR SRS HRER R ERE | SESS,

. RESE:

i FRAMERNASGS , WARRBTSEEFHIREMNEZERY.

ii. FASEs DEiTHH R E R BIERRE,

iii. #giAstorm/kafka/esfR$SEEEN , PTMZRIIRIUiIFREME.,

iv. BUERIKIRSSSERY | EOIRSH , HZhOEE | BaikE.

v. AIRFIEAIRSERREE) . FEFIAZKIRSERIESR.

vi. (ERAbzk- SRS | kEzk , REBMRI LIRS ENER.
vii. MzRkafka#iZ B R4 EEIEEFH,
viii. YiZEstorm-uiFIEREERITHE.

2. KafkaBRS5EEMAELRFSPRAMRTIZ

° HIERE:
KEkafkal A 2EBER

HAZKEBERIbInERT | iz17zkCli.sh , i=17 Is/kafka/kafka/okers/ids

MR ERESRENTF3IN , RIABETTREE |, #iiTget /kafka/kafka/brokers/ids/130618222416261120 , BJLMSRITR2.ipfER (idAYRSM LIBANREILER
), BREIdRRNIT | RkafkaBBZEMipIER | BT NERFERkaftka T RIER.

o RS

KafkafRSBENISIEHIENETF DR ERAHENEEZE I, ERBER TEEHEXNTIF. SRR  SURLEENER , SEUSTEUETYT | isd barad#dETiE
TR, MESEDEEERY  FEYNIEE.

o RELSE

i. RiRkESEEIATEkafkaiRS38s , FHEIRIALHFE.
ii. MBEHBRTEEY , FESH—EFINEFHEEEW RS,
iii. FTHNERAYkafka=idZEMIANEE—2L , kafka-idSRETLAMZkEREY,
iv. RERkafka#i2IRESE , B A\kafkaiEIRE.
v. Efitkafkatflgg , #iTkafka-topic-described< , FRENSLHPIRE.

]
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O BASTCE

= 430
E{E5CH
BIREHATE: 2024-12-19 17:12:00

1 VB ELAANTLEE. TEMRITTHIR

W

=54 ( BARAD )

Pe) [Tm= | emuwns- 1
i (vPe) GHEX | owe degrmueizqit
El v+ &= =358 a e -
A wBeE, SURIRYEEe - E N e T CEeE e
PR
. PR
i i N
Hitai
- -1
5 Masifest Other
e 30 ma 00 m 450 ma 500 S50 500 = 50 00 TS0
wli
) [ P S TIE
HhfiRsE(vPC) SHREE | we | eEueEs R .
El =vs &= as%5m o (- I
W e, el Cat - T T Tt MR- B TET SEREQ
Ex .
vES £ s
PR
NATRL i .
et
..... . " os
- +* #
de date URLs [ t Do WS Manfest Other v Pequests w
50rmg 100 ma 250 ma E . &0 mi 450 my 500 g 550 o 500 = L 700 TS0

=

BURWERTCEGRE |, F125REAZHfrontNameSpaceffrontMetricName

WIS : 2B S
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RN DC) «  sagd

1548 w i | -
GetMonitorData

i

LR

R / frontMetrichame
[etricueme: -outsareiern]
[omesence: Zaiere |

. frontNameSpace

A -

2. RmIMESEIRYfrontNameSpaceffifrontMetricName2ZSiniMBEER BB LR , Fail@:#barad#UREEIRE (—A&mysql22003aTLAERH \itbi
B, BT BIE. WREFIREMYsql220033 A% |, LI FRISSARIERE )

5N : select *from StormCloudConf.cApiMetric where frontNameSpace = 'qce/dc’;

BRSNS R S EAERAER . BZbarad-nwspod E#HTHNEHEIN : tcpdump -i any -s0 -nn -A 'dst port 80'|grep'qce/dc’ |grep ‘inbandwidth’

3. BANBREEREIFRIA | AlniRIEMERR , EESUREREHREXnamespcefHENEE |, RIFEHY.dbG R, TRV AR EARATLUARSRNEE A | &
HRIqce/dc qce/dexqce/dcgiRBIEN. - MERbarad-isdiRERIEER B ORE MRS EXNmETE. REtEt
http://isd.barad.Example.com ( gz 0] 7Etcs masterykEY , kubectl get ingress -A |grepisd.barad ) - ffla07EStormCloudConfZEEH{Tselect * from
cShowProductConfig where namespace = '{$namespace}’ ; EEFTICHE. - select * from cApiMetric where namespace = '{$namespace}; ZAUEE B EUEXS
L, BHIRISEEAPITEITN, - select * from cObservationMetric where namespace = {$namespace})’ ToEUETEHIEIA L,

4 RIRSER
ENSANHEAEE. BINEFPEEESEHbarad-isdiF&E.
BEIRGSE (Si&Ebarad-isdEGRAMENECE qce/dc qce/dexqce/deg 24FHY )
# A\barad-isd pod ,

cd /data/release/product.pkg/tools , shsync_product.sh qce/dc qce/dcx qce/dcg

WIERERE  BEUAEERERIERTEGIRE.

o

ERISETER | LREEE
o TSUTF :

SCTBEE | TREGERE

WNFRE - (2B =FE 5118 1 372

\


http://isd.barad.example.xn--com%28tcs-q15k72nvmhoj324a5lc/

X BIHSTCE

=L | ins-Owv1zv07 (3Q_research_trans1)

=itz ( BARAD)

L g IP = SR
M E77% | ESEM @ = 15 v
@
CPUSHS CRURIMER"-(D) A v
0.166% 0% 0.003%
BECPUERE O . . ;
0.166% 0% 0.003%
P T s = !
1406.5MB. 1385MB 1387.926MB
AEEEE ) L M v
7% 16% 16.078%
€ mEHL ins-0wvlzv07 (JQ_research_trans1l)
£ - LRIP xiz wEE
=et E2ahat PIEl SECE O T vpet v
@
CPUHES CPUBIRI® (1)
ERCPURABR D 2020-06-01 21:00:00 | 4
. 0% A, 0.038% 0% 0
ot e it A 1 O L
WFRE AT
AR

* TREESERA

baradfISREMN , MREETRETI , WASEERZRANRSEHE | RINERSHT—HRE , IRRFIETEIVINTRBIEDE |, M504 RIS H.

o MRPE:

FENEHUTTEAISQL , MRRERETI , EREOARISOHPsRITE3600098E | IERIRIFRIENTEIERE.

DELETEa from cAssociationMiningRule as a, cDimensionView as b, cDimensionGroup as cwhere a.outputDimGroupld=c.dimGroupld and a.outputPeriod>3
00 andb.dimensionGroup=c.dimensionGroup and b.namespace=c.namespace and b.namespacein("qcce/nat_gw_bm","qce/bm_Ib","qce/cmq","qce/cvm"”,"q
ce/vpc_region_conn","qce/cmongo”,"qce/bm_intra_lb","qce/cmqtopic”,"qce/internal_loadbalance_rs","qce/docker","qce/Ib","tnm/vsr_vpnconn","qce/nat_q

os_stats","qce/cbs","qce/dcg","qce/cos","qce/pex”,"qqce/dc”,"qce/dex", "qce/Ib_total","qce/cdp”,"qce/cdn","qce/ckafka","qce/bm_pcx","qce/scf","qce/ov_cd
n","qce/apigateway","qce/loadbalance”,"qce/qaap”,"qce/nat_rs_bm","qce/internal_scf","qce/rlb","qce/cdb","qce/redis","qce/phy_host","qce/bm_rlb","qcce/s
glserver","qce/tdsql","qce/ctsdb","qce/iotmq","qce/csg","qce/vpc_net_detect”,"qce/ces","qce/emr”,"pce/bm","pce/cos","pce/netdevice","pce/stgw_lb_Id","p
ce/lb_Id","pce/cfs_resource","qce/vpc_gateway","qce/vpc_nat","qce/vpc_jnsgw","pce/cdb_privaate","pce/redis","pce/ccb_weblogic");

3. CVMEBD IR i=ToE =
4. HIETIS
CVMRY CPUERIE , NizfEREFAFERRLEEAIE.

5. barad_agent& &z

WIS : 2B S

%119 ™
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1 FEMsgserveriE] , I Blbarad_agent2ERFEE
2 Msgserverdit B R FEibarad_agent=&6
3 2¥5+=5hbarad_agent

| hdfs
I
AIEECUM 1 sECVME R T B
| 2 Mhdfs FéEsgagent=2E8

w#sgagent

|
| <
e s
=¥ barad_agent | 1 mzERED . BEhdfs clientiBS
|

| ________ 2 hdfs_clienth\hdfs "&barad_agent®
%8 , MBlsgserverFitBR
3 HERBRRZEREAS A\ EIREE

~
[x]
=]
[
o
o
o
-
]
T
s
=
[+ N
o
-~
1]
N

w

. barad_agentZ iz

° FAFHERTNN , NREEFBREE.
o =EMEEERIIZE . £Mhdfsfiy/images/qcloudagentE R FEGRHRAAIstargate%2EE [—h&Estargate_linux_install_v1.2.6.tar.gzixA] .
o REFHEIsgagentiRsS.
o sgserverfiEAIA2S [tcloud-barad-update2] , BIREmIRIFHERESHIThdfs_clientiRSZ <.
o hdfd_clientahdfsf9/barad B R FEiEFThRAbarad_agentZict) [TCE—f&/E/barad/baradagent_installer] , FEIAlE
f9/data/www/update2.agent.tencentyun.com/update B R , FHEIRAEEBNEIERE.
* sgagentfZaiZfE . REMAsgserveri#O , Hiflbarad_agentZZEhRAMES.
o FMsgserverfi§/data/www/update2.agent.tencentyun.com/update B3R F#barad_agentZ&Et,
* REFffEsbarad_agentfRss.
o EEANTEF
o barad_agentZZEHVMEIAIRE , FHRIHERFNZESEE LEZIhdfsi/baradBR E
o barad_agentZiBLAREEE R cvmEIALEF | sgagentRE2RETE. EME.

4. cvmBiE HRTZIRREAIS B
o StEnwsHl2g HIEHIA , EEEHIRE LR,
o B cvmiuuidtEAXEFINE,
tcpdump-i any -nn -s0 -A 'dst port 80" | grep '8d8bf61d-e938-4f0d-95cc-b455d9f778al’
BEBETuidREFER  AUREMENRZE ST ERVEIE | cvmFHH TSR LR
o FTLAEIMEAIRHR , SR8 : tcpdump -i any-nn -s0 -A 'dst port 80' | grep '8d8bf61d-e938-4f0d-95cc-b455d9f778al' | grep'"cpu_usage'

o MRMEBIREHIE  TESR IR,

WRINERE : (ZE=FEE 28120 ;1 #3721

\|
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o TERwwmFHNEEH
o fHrEimEiduuidEIaEHIp

=RESEHICVM) N RSN

CRESEREE

EEWTHEE EHSuuio

wmwn T

. 172.16.00 7R &)
s 40600 BABECNT TRAT Ins-ja24asx 1255000551 10.12.021

AW

R

- BREH

BENFTERMERIBHRA | tban:M14

{FERrootlk S&F , BB—MRE : Tcdn@2007 ( EfftIATLAKtcefIRIZHZM )
[M14@TENCENT64 ~]$ ssh root@10.19.0.21

B uuidERcvmFAl

virsh console 8d8bf61d-e938-4f0d-95cc-b455d9f778al

BEmFHERFTEFIRWSIED (BAETLEcvmFEEERSE )

VM_0_34_centos login: root

Password:

Last failed login: Sun May 24 12:52:59 CST 2020 on ttyAMAOQ
There were 2 failed login attempts since the last successful login.
Last login: Thu May 21 14:34:53 on ttyAMAOQ

Welcome to tlinux 2.4 for aarch64

Version 2.4 20191012

tlinux-2.4-kvm-guest-aarch64-20200115

[root@VM_0_34_centos ~]#

* HiiksgagentREBIERELLRE

BEsgagentiHiERSBIER B

ps -aux | grep agent

tos ~]# ps -aux | grep
0.0 0.2 106076 1824 ttyAM S 12 0:00 grep --color=auto

- tNRsgagentkLsE , FEMARR
- BFEIE=ENN , EEEETEREE
- hdfsf9/images/qcloudagentf B ERE B sgagentiIZat,

o BRhdfsH
o HhdfsHITRER
o j#Atcloud-barad-update27528
o BEtcetBXIRSBCES S vim/tce/conf/cm/local json
o FKF|hdfsiBXEE

WRAERE (B =FE 8121 70 #372@W
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50070,
9000

o ERhdfs
fERrootikSERhdfst/lzg , ZiS—RE : Tcdn@2007 ( BRI LA tceRIRIEEM )

[M14@TENCENT64 ~]$ ssh root@10.23.0.133

o BEhISHFEER
BEsgagentLiEE

hadoop fs -Is/images/qcloudagent

&Ebarad_agentZi

hadoop fs -Is /barad

o _fEsgagentZiER
WNREhdfsi&BEEE/images/qcloudagent/stargate_linux_install_v1.2.6.tar.gz%& %6 |

ATRER TR 4 product-barad-sgagentL =L SE]

o WMRENFHFYfL, uosE , FEEWqCE , HFFahRix [FARESE TCERMERIY]
o MRBEFINE  FEHARENTE.

=3 =g

product-barad-sgagent4EF= AL iEd iR T E R TM 24 S

BRIERIstargate_linux_installZ2cEMRE | FrEtcelMR EEMMEXIEE , AEBEIIE

EITEMN%EE , £1EZIhdfshy/images/qcloudagent/BR L.

WNFRE - (2B =FE 5122 T 372
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- NRZBIRETE , T RECF & ez hdfs £
hadoop fs -put /tmp/stargate_linux_install_v1.2.6.tar.gz /images/qcloud
- ftrhdfsBsgagentxB 25 , AFHMEEZENFIEETERREZE , RSB M HFR%Esgagent.

e HgiAbarad_agentEFHIEE
o HRCVMFHEHAbarad_agent2&BIEEEE

ps -aux | grep agent

7576

9760

6 14192

* fN5Rbarad_agent#HEIEEED , BRMATEIE LR , TR Ebarad_agentFEEBARISE [BXRcvmilltceFF4ME]
WETLURIBLA TS BOE |, FHRMHMEXERLA cvmiltceRIRSFERL
o FiAplugininifBEEIES
cd /usr/local/qcloud/monitor/barad/
[root@VM_0_17_linux barad]# catetc/plugin.ini
o BZEdispatcherlogHEexecutor.log2 BB REEEHH
o & Fmetadatal@BFE
curl metadata_url/uuid E&BEEEFERBIEIE fcurl http://product-cvm-metadata.chongqing.yf-1.tcepoc.fsphere.cn:80/meta-data/uuid
* YN%barad_agentkfE)
o AR EsgagentRESEbarad_agentZEk M
&% /usr/local/qcloud/stargate/etc/base.conf HRJurl @& 8EIEF5A)EE/usr/local/qcloud/stargate/logs/stargate.log EEEREHE
o fNRbase.configkpittiiithttp://update2.agent.tencentyun.com/interface.phpifjal&&E
#tAtcloud-barad-update27588 , FiiAsgserverfREERIERE
o HfiAtcloud-barad-update27528 /data/www/update2.agent.tencentyun.com/update FEE B RHHbarad_agentZZa
o MRSBEEHNTES , AJLAUBIThdfs_clienth\hdfs FEZRFTHIE
cd /usr/local/services/hdfs_client/ &8& ./hdfs_client -f/barad/baradagent_installer
o ehdfs_clientEE#Frs
SeiEhdfs_clientitBREIEH , KERE [(ENETRSE , Bitce@EE]

thATaEhdfs Ei&Bbarad_agent&dEf [BXRcvmEZ4AME]

WRAERE (B =FE $123 70 #372@W

\|
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* fiAsgservergiiifibarad_agentZEQ Y 5 , BEFRcvmFHEEERsgagent RSB BalLEMEED.

TRER

RIFEFAE: 2024-12-19 17:12:00
L FEARRELAE

NEFREITRIAE. FR. B,

WIS : (28 =Fa 124 T8 #3721
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R/ R

tcloud-
barad-
update2

tcloud-
barad-
event

tcloud-
barad-isd

tcloud-
barad-
dispatch-
tsm

tcloud-
barad-
script

tcloud-
barad-
dataapi

tcloud-
barad-
nws

tcloud-
barad-
alarm

tcloud-
barad-api

tcloud-
barad-
skywalker

product-
barad-
deploy

WRANFRE :

b+
* BHNE
¢
Eid)
K& stargate serverl AR SEMNERS.
1. stargate server/gcvmifl28 Fflstargate agent ( ps aux \| grep sgagent ) 2RSS , FEBATICR. EFvmRBEELIR FA&barad
= agent
a5 2. FENNHEIRSE RS stormisupervisorfiEEEIMZITHNA—ETRS . EESEETNSEREMIEEF—HEISHEN
fY/data/www/alarmdb.barad.tencentyun.com/alarm_fileBRTF , Fi@idnginx®EgEhttpRSSHstorm supervisorfiEl
BEEMHFOcgibARKhandlerfzss
1 Bl cgifRfthttpiRSHMEMER R LREG | W RIS HHTEERIGEE NkafkalEERAF | topicEE Jacm_event
— 2. handlerfig55 M kafkaiBEBATIEZEURE | WES HRNSEMHHTIEY ( ES HRFINKIER | E8R—&ENE—HA
= StormCloudConf.cEventProductConfig.astrictDimension==ERiE , LARMIEIATHK——HStormCloudConf.cEventProductConfig.
=& astricPeriod ) IS , FENEREEE 7 EZREE , FHEEIETE A es. NIRECHMELTZRES , WA BhttpiEKElamsHTHE
3. SRR T MblEgERELRE tcloud-barad-event§ &
B SIS VEABEERSTIMA. overlayFHl agent HIREATEGIIIRSS ( BIETEE ) LikbaradEe &+ OB ERIERSS , —RTFZ L)
28 Hih& ) A8 —REeEConfClientB , AskEFbaradE B ONRE
g {REE—MEbarad s HETEIES AargushIiRss
BENEERS
1. barad_sync_server B ccdbrhrEEcvmAHSERIENZEER | fnws{E4EREENE
2. cm_php_script FBFRIZSEENSERIKEERIMIRE
3. dict_access FE= R HREEFIFEERS , ©REEIREFEkafkaiBERF. TopicdZEAStormDictionaryEEstDictionary_*Y
A x , B Mtopi B RBIERMpartition , BUERREAHETZHNRERES
2 4. dict_sync M kafka [EEB\FEZEEENEER | AREEFEIEUERE ( Sdict_accessHRl5T EI’JHE%)
5. getAppTraffic FIEFIRIRENE MbtRAYqce/Ib FIERIRELRIE | ICEITEENMEFNEHANRESRIqce/Ib_total , BREHEFIHATE
Bz
6. monitor_cvm_msg_forward BF RS cvmiILAEEIER. | RIS RBEOMIREIE TiZcvmiy S ERIERHIES
g & dataapilURnewdataapi®i MBS, 19IBED , BRI | REATAE T
BE3INIRS
nws fRSS FEFRMCFT LIREWRE | WEIRHITEIEMAE | PUTHERNE | BF\kafkalHEFIH
B nwsHTHEERIFRITIRER Hdict_loaderfRIERY , ZEHHISEEINFEEMdbPEEFRIAEEAM/data/storm/local_dict/BRT ( dbhEIEEH
28  tcloud-barad-scriptAddict_accessFdict_syncEN )
n?h@%ﬁ*‘@ﬁ—%ﬁkﬂ’ﬂcgi , HcustomAlarmNwsHHIEE X E2ZIThEE , P RTLABd cvm Efcagent_tools TEMITEENHEE, 1%I6E
WREAHRES , EARSEA,
& N85 —MRScloud_alarm , EEEXIMEEF MRS , —MNEEIstormFARTEZIRSHTHEER (IEE-) §8-) §Z-) EE) , 5—
#| N ETFESHERKIRS
B &customapi, baradapi, ams, customAlarm, policyapi
customapi S=ERIHEE | {2HamREO LRSS FdED
& baradapiztic TiEeshNZiE , BT — 1 E/EbaradiiesClient
88 amsfbFtcloud-barad-alarmiy iz , BFEREZERUAEEERLD , KIEEE
customAlarm BENXEZ , Stcloud-barad-nwsigx , BFi&clientkeyI A ckv
policyapi 34251 , fiifATFcustomapi
e DAFIN BB R
B  HEMELEEMH, BEiHARS  HPESBOIATE , f0TCE/tools/fix FE&EesktimestampER ymillsfg T Efix_es_table_err , LIRSS
8 IEEAEEEOSIEEZENTIAS ft_host , BRI TILAAFEIE M
CB=FE 28125 T #372m
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i+
£
ER/EE . AHNE
=<
g!
product-
barad- Stargate agentiRE(LZAL , HiTdeployEEREGstargate agenttmELFHERIhdSs |, HENFRVm PN TERZE
sgagent
yunapi- BaradfI=ERLE
barad
tbca'f:j 5/ Rbaradapi V3§ , A& EREXpolicyapifda , Epolicy Rv2HINRA , (EEMWEEEELBRHRAVIEA , Filltcloud-barad-api-go
api-go BT —ERE , BRXERWapivIFISI T —Eo8utie , Finkv 2098808 A kAR policy api

2. — R FpodER

—RIER TEEEREMFERNpod , k8sEEMZMREIMEIT | deleteZ FRBAFIHGEF EIYIZIERT.

w

. 3kB¥barad pod%lIZ& : kubectlget pod --all-namespaces -o wide |grep barad

4. Delete Pod : kubectl delete pod -n tce ${pod}

5. EEFRHEIRES R ¢
1/1 Running

3. IRBHER

4. 3kE¥barad pod?%lZ : kubectl get pod --all-namespaces-o wide |grep barad-nws
5. #A\pod : kubectl exec -it -n tce ${pod}bash

6. — RIS RAHFRERES : /usr/local/services/

[root@tcloud-barad-nws-88f47995f-7slvh services]# 11
total o
1 rwxrwxrwx
drwxr-xr-x 1 root users 42 Nov 19:44 ConfigClient-1.0
drwxr-xr-x 1 root users 42 Nov 19:44 barad_nws-1.0
drwxr-xr-x root users 42 Nov 2 19:44 custom_alarm_nws-1.0
X
X

root root 36 Oct 26 16:40 ConfigClient -> fusr/local/services/ConfigClient-1.0

drwxr-xr- root root 20 Nov 19:44 etc
drwxr-xr- root users 64 Nov 2 19:44 nws_dict loader-1.0

4. sh/usr/local/services/barad_nws-1.0/admin/restart.sh all

E5:

[2020-11-07 17:45:55,536] INFO: start all successfully

[2020-11-07 17:45:55,536] INFO: restart all successfully

WNFRE - (2B =FE 55126 0 372
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I EIES

B EFATE): 2024-12-19 17:12:00
1. pod¥y' &
2.7 BKE
BREKZK , Kafka , ES/O4IIEHERE | Barad BHINTINSIRSS | C2EPERUERE | RFRBER REMRSETY 809
HRREAZEAT0%HHITH &,
HBFRHEESHpod I ERFTHITT B.
3. §TARME
TR EE | REHMEHEREyamIfdreplica MY,
4. HDFS+Yarn¥ &
5. B{ERIIGE
20—

BERIERE hdfsREEHUE |

2R ERactive namenode ; standbyRTIEFEJHRALA active,

1. EERnamenode FRERFE ¢

hdfs haadmin -getServiceState namenodel
hdfs haadmin -getServiceState namenode2
2. RAnIME RS R BRI SR T E 4R,
hadoop dfsadmin -report

3. FRIRZEAThdfSEREFANEA S -

hadoop fs -put /A3 /tmp/xxx
hadoop fs -get /tmp/xxx ./xxnew

2.5 BIRME 1 B2, HAhAfSHIRIER | BHFERAhosHEEFIZERER  xxx/product-tcenter-support-hdfs/configl#cp vars.yml vars.yml.bak; cp
hdfs_hosts hdfs_hosts.bak

2. {EMvarymiszt , HRIEIUIASCIRERIER :

WRINERE : (ZE=FEE 8127 ;n #3721
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action imt_env
o
(e

ath
hadoop-2.9.2
ot : fusr/local/services/hadoop=2.9.2

1 /hdfsdatal/hadoop
1: /hdfsdatal/hadoop/journal
/hdfsdatal/hadoop/df s/name
list

/hdfsdatal/hadoop/dfs/data

doop/df s/data

3. {&#hdfs_hosts 3 |, #=ERY Bdatanode T RAYA TR BT A (IBATERNEIpE AR idclFinodemanager ) Efth server rolefJipEBES1ET

WA : (28 =Fa
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[hdfs-journalnode]

[yarn-jobhistoryserver]

[yarn-resourcemanager]

[yarn-nodemanager]
10.10.129.133

#datanode £ 378 IDCE B = /03 (EZEIDCIH)
[hdfs-datanode-1idcl]
10.10.129.133

[hdfs-datanode-idcZ]

%Eﬁzk D%EEEzkE’]ﬂﬂiﬁmTﬁ B9 host

4. B34 - hdfs_install.yml
product-tcenter-support-hdfs]# cpTCE/ansible/scripts/hdfs_install.yml TCE/ansible/scripts/hdfs_install.yml.bak

5. i PRERTEEHIRSHIEE . (IER 29417 start journalnode LASFRrERNES EREERE )

WRAERE (B =FE 129 H#372m
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et force=true

6. ERYIFHVERYIRIER | TN Ta< © (ERI=£HIvars.ymiflhdfs_hostsS{HEHIZ!)
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]# cp../../../config/vars.yml ./
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]#cp ../../../config/hdfs_hosts ./
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]#ansible-playbook -i hdfs_hosts hdfs_install.yml
7. EHIEhdfsERE NN EEIT SIS

BRI  RRENEEE hadoopBEFHI=E :

cd/usr/local/services

scp-P36000 -r old-hdfs-ip-nnl:/usr/local/services/hadoop-3.2.1/etc/usr/local/services/hadoop-3.2.1/
scp-P36000 -r old-hdfs-ip-nnl:/usr/local/services/Hadoop-3.2.1/check_* /usr/local/services/hadoop-3.2.1/
8. BRI BAINES | BafdatanodefInmiRss
/usr/local/services/hadoop-3.2.1/sbin/hadoop-daemon.sh start datanode
/usr/local/services/hadoop-3.2.1/sbin/yarn-daemon.shstart nodemanager

PATI T anSHRRT B8 S ESEIERSEHIINGET | FRITHERA0IpERERIIA

hadoopdfsadmin -report

WNFRE - (2B =FE 28130 ;1 #372m;
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[root@hdfs-10-0-3-224 /usr/local/services/hadoop-2.9.2]# hadoop dfsaadmin -report
' Error: Could not find or load main class dfsaadmin

' [root@hdfs-10-0-3-224 /usr/local/services/hadoop-2.9.2]# hadoop dfsadmin -report
DEPRECATED: Use of this script to execute hdfs command is deprecated.

Instead use the hdfs command for it.

Configured Capacity: 13746713812992 (12.50 TB)
Present Capacity: 13047507179916 (11.87 TB)
DFS Remaining: 13044904697856 (11.86 TB)

DFS Used: 2602482060 (2.42 GB)

DFS Used¥%: 0.02%

Under replicated blocks: @

Blocks with corrupt replicas: @

Missing blocks: @

Missing blocks (with replication factor 1): @
Pending deletion blocks: @

Live datanodes (9):

Name: 10.0.3.184:50010 (10.0.3.184)
Hostname: 10.0.3.184
Rack: /idcl

3. ERIRIE 1. BRhdfsBIFEA nnT BT TRIE © /usr/local/services/hadoop-2.9.2]# vim etc/hadoop/excludes_datanodes 1§&hdfsiI=&H28ipBNi%Z 14
o, FUTIN TS (FEaNnERFIN_EAZ N s ipf5 , El—&nnHUTAI F&SRIE) : hdfs dfsadmin -refreshNodes BEEHUTII P SRR MABEIR B 2 5B/ A
4bF Decommission in progress A7 , EFlldecommissioned A%

WNFRE - (2B =FE 2131 11 #372;
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[root@hdfs-10-0-3-224 /usr/local/services/hadoop-2.9.2]#

[root@hdfs-10-0-3-224 /usr/local/services/hadoop-2.9.2]1# hadoop dfsadmin -report | grep
Decomm -B 3

DEPRECATED: Use of this script to execute hdfs command is deprecated.

Instead use the hdfs command for it.

Name: 10.0.3.184:50010 (10.0.3.184)

Hostname: 10.0.3.184

Rack: /idcl

Decommission Status : Decommission in progress

Name: 10.0.3.196:50010 (10.0.3.196)

Hostname: 10.0.3.196

Rack: /idcl

Decomnmission Status : Decommission in progress
Name: 10.0.3.224:50010 (10.0.3.224)

Hostname: 10.0.3.224

Rack: /idcl

Decommission Status : Decommission in progress

Name.: A, AA71:50010 1@ 12 128 171)
Hostname: 10. .171

Rack: /idc@

Decommission Status : Normal

Name: 10.10.129.133:50010 (10.10.129.133)
Hostname: 10.10.129.133

Rack: /idc@

Decommission Status : Normal

2. E= resourcemanager FIFMEMNES , FUTIITRIE :

cat /usr/local/services/hadoop-3.2.1/etc/hadoop/excludes_nodemanagers
hdfs-10-10-129-133

10.10.129.133

RINETELAIESp  INREENE  WEBENSESE

[root@hdfs-10-0-3-196 ~]# yarn node -list
Total Nodes:4
Node-Id Node-State Node-Http-Address  Number-of-Running-Containers
10.0.3.184:39319 RUNNING 10.0.3.184:8042
10.0.3.224:39247 RUNNING 10.0.3.224:8042
10.0.3.196:41973 RUNNING 10.0.3.196:8042
hdfs-10-10-129-133:46025 RUNNING  hdfs-10-10-129-133:8042
[root@hdfs-10-0-3-196 ~]# logout

WA : (28 =Fa
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[root@hdfs-10-€ 34 - / 4 2.1/bin/yarn node -list
Total Node

Node-State s Number-of-Running rtainers

RUNNING
RUNNING
RUNNING

4. 187 1. ieEEE N Inamenode =& ER/IEE : hdfs haadmin-getServiceState namenodel hdfs haadmin-getServiceState namenode?2

2. BRI E ISR RGRIFNER TR EUE
hadoop dfsadmin-report
3. FRHRThdfSEERERIEA S ¢
hadoop fs -put./ZAH3244 /tmp/xxx
hadoop fs -get/tmp/xxx ./xxnew
3. barad flink-yarniI 2§
i8R :
I BAREETISYIENANSR | MRTFEMEMEN , (MXRRZELAInkAYESERE | RFEZETT SHARDE.

1. #EinunderlayfcvmigEiR
2. yarni"& 1. #\ZFltcloud-barad-skywalkergsggd |, JEREflinkfIcorntQEHESS

2. 5Epkyarnfgi & , £ELUIT10.2E875586

3. {=sflink Y ESS

i&fTstop-job.shASHIZA , HUTHING | ICREITHARNSI AR , BTHMEESFRA0 AR , EEflink-job.loghES AT , TLABZIANITAIE , BMCREINE
IS,

3}
Iy
"aggregateSettings":
numberEqualPreci
"sparseD
"normalD

nkJobHttpService stoplob

I
g |Fli 5 leo. p :
1 907 [HttpUtil e C opJo - ) B 5-41eb-8cf6-2
topType":1,"JobId" L ag7 b < 9-8 ’ g guang ubAccountlUi

code=26@
responseT
ViC op.

WNFRE - (2B =FE 5133 T 372
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ERfFEhadoopANE R LABRNES B kKlli

Cluster Cluster Metrics

Apps Submitted

=it

( BARAD)

25 0 0 25 i 0B
Cluster Nodes Metrics
Active Nodes ) Mod xd N st NG
4 0 0 0 0
Scheduler Metrics
Max
Capacity Scheduler memany-mb <memonyB192, vCe
scheduler Shov 20 enules
Tools - Application  Queue Applicati ‘
a 4 Priorty 2
application 1626162146021 0025 root [Serialld) Apache defau KILLED KILLED: M/
Flink
t Apache Fiink Dashboard Version: Commit Message: o
tce-barad-job
Adhibfcs 50634 e 2021.07-20 10:40:35 v 2021.07-20 10:44:47 4m 11z
P reru—
[rEs—— oy . e

b kP

Fon pram

[ —
P

tes Fecened

4. 7 Fflink{ESS 1. RIE BEM0yariEtE | 1&job.propertiesdRyarn.cpufllyarn.resfy#4= , Erhyarn.cpuftREZEMNyarnfcpuizsl

cluster.id=cluster-ftsirsld
control.endpoint=http://tcloud-barad-manager-api.chongqing.yfm4-v6-iaas.tcecloud. fsphere.cn:80
oceanus.url=http://galileo.tcloud-oceanus-galileol. oceanus:5021/interface
jar.comm = fusr/local/services/userjar/skywalker-distribute-v1.7.3.jar
jar.supplement= /usr/local/services/userjar/skywalker-distribute-v1.7.10.jar
flinkId.comm = flink-sg-prod-barad-comm-1
flinkId.supplement=flink-sg-prod-barad-supplement-1

yarn. cpu=12

yarn. res=20

db.user.name=mysql_user

db.password=mysql_passwd
db.host=db-1.db.gaia-1.yfm4.chongging.yfmd-v6-iaas. tcecloud. fsphere.cn
db.port=22001

kafka.writer =FlinkToWriter_Barad_Comm

kafka.manager =configManagementToBarad

kafkaStartTimestamp =1626935400000

validBegin=1626935400000

vaildEnd=1626936000000

WA : (28 =Fa
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2. izf7scale-flink-config.shiiiA , HUTH &flinkVEEEE , #dEEManagerfc_res_flinkalIABZUEKENEE , ¥ BoER  BEEE B2V SENEES , 7
BAIIsuccesstI B,

¥i

"supportedNamespaces": [],
"restartAttempts": 10,
"windowPolicy": "STEADY",
"cascadeWindows": [

"parallelism": 62,
"maxParallelism": 62

"parallelism": 31,
"maxParallelism": 62

“parallelism":
"maxParallelism": 62

"parallelism": 7,
"maxParallelism": 62

“parallelism": 3,
"maxParallelism": 62

}

1,

"pollingAggregationSettings": {
"parallelism": 31,

. "maxParallelism": 62

r

“metricMatchingSettings": {
"parallelism": 31,
"maxParallelism": 62

maxParallel
S \"'ma; ParaL
11

rallelism\":
maxPara1ln115m

A {\"numberEqualPr
'cql-cvp@qiwq' where FlinkI
491 |getConnect ion=[1688376486] , tim
:28 491| [1] getDataSourceConnection acti 1, numIdle=4,numTestsPerEvictionRun=3
221-87-29 10:50:28 494|rundob jobId=cql-cvp@qiwg
:50:28 495 |SystemProperty getFlinkJobValueByName name=oceanus.url, value=http://galileo.tcloud-oceanus—galileol.oceanus:562

rundob content={"Action": 0 ppId":1,"RequestId":"'9dd66bla-8375-41eb-8cf
u","RunJobDescriptions": l’“\tartHnde" " "RunType":1,"JobConfigVersion":1,"Job
BlHdﬂG"
runJob ur
27;2?02&&971‘a¢1 -a7 2“ 1@ 05 t =) 5"y
"“Version":"2019 0 hou", "RunJobDes rlprlﬂnJ t RunType"': 1 JubLunt1g?er,1G
1 C i i 9619400" }
9 782 |HttpUtils p )
?oSIHrtpUtl s pu<t r spnn=F-Tp

6be747

3. #EhadoopITE A ABEH BEAMFIAEFrunninglk7 |, flink-uiBEHESIEREHUT , TLIERINTHE , WART SR, ICRETATNEREEL , (FRisfT
HEESS VAR R,

WRAFE : (CE=FE %135 T #372m)
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=itz (BARAD)

S
o cn dowen b s Con s i
v
a2
MName Seatus

IeerationSource - 1886 m
Source: Rule -> RuleDispatch - Time stamps/Watermarks [ RUNNING |
Source: source-Barad_Commicgl-ovplqTwa) m
Preste o |
Stabe - > Sink: result-sink-80-FlinkToWriter_Barad_Comm m
Sink: print-trace m

<

5. SERANEMESS

RIES =SB NSEEIRGERETEEL , SehthEESS.

iy,

Brytes Recerved

Records Recenved

0

1]

1]

150

1,270

Biytes Sent
08

184 ME
oe

08

oe

0B

o]}

Reco Tasks
o H
AL 1 |

-]
EEgEEaA

WIS (B =FE
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BIDRE

BRIASEHATIE): 2024-12-19 17:12:00
1. #oRE

mysqIEIEET B ENERSIESERE , R NEE  NEREEES B tdEMibigE | TSRS EEitE , REEE MuREE— N6, &
BEEET LIS Ehttps://docs.qq.com/sheet/DVFICU3pUVU53WHRK?tab=3xe6sf,

LDEURERE , LUStormCloudConfAffl , BIfEBIITHS.
o WINDEERE :

mysqldump-h${host} -P22001 -umysql_user -p'mysql_passwd' StormCloudConf >StormCloudConf_22001.sq|

e BN :

mysqldump-h${host} -umysql_user -pmysql_passwd -P22001 StormCloudConf cStormTransmitMapcDictionaryConf > StormCloudConf_22001.sq|

HrcDictionaryConffllcStormTransmitMap2iE#EStormCloudConfHRfyEE.

o IREHUER | R DREHIHHTIRES

mysql-h${host} -P22001 -umysgl_user -pmysql_passwd -D StormCloudConf < StormCloudConf_22001.sql

2. EisEE
3. ElasticSearch3 | NG R SIRERRIBLSSEIN T SURRIS (0 SIRE.

o BB

curl-xPOST http://${ES_IP}:9200/_snapshot/my_backup_1 -d'{

"type": "fs",

"settings": {
"location":"\/data\/elasticsearch-5.1.1\/data\/back\/my_backup_1",
"max_snapshot_bytes_per_sec":"20mb",
"max_restore_bytes_per_sec":"20mb",

"compress": true

o HhSH#EERT
type : BERNERAHZHR S
location3EECEEHIERE | W/Ipath.repo AIFER
max_snapshot_bytes_per_sec:iREBEUIEHN CRERT iZS 8 LIS IR B, A SR 20M
max_restore_bytes_per_sec NGRS EIET ZSHu=HISEIRAER . BOAME : §7020M
compress:EIEESELR

EE

WMEREERNBEAITERRE |, MZGEREXE , AETMERER G,
2. (REBES] :
RERFTEFTFFAIZS|

WRINERE : (ZE=FEE 28137 T #3721
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curl-XPUT http://${ES_IP}:9200/_snapshot/my_backup_1/snapshot_1?wait_for_completion=true
REBIEEZRS |

curl-XPUT http://${ES_IP}:9200/_snapshot/my_backup_1/snapshot_3 -d'{
"indices":"my_index_1,my_index_2",

"ignore_unavailable": true,

"include_global_state": true

}

3. IREHRER -
curl-XPOST http://${ES_IP}:9200/_snapshot/my_backup/snapshot_1/_restore?wait_for_completion=true

4. REBER
REVEAMRARAIER
curl-XGET http://${ES_IP}:9200/_snapshot/my_backup/snapshot_1
- SRELEFE FATEREBRIER

curl-XGET http://${ES_IP}:9200/_snapshot/my_backup/_all

WIS : (28 =Fa 28138 T #372m)
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2ZER

BRILEFATE: 2024-12-19 17:12:00

1 BB

REBS HEHRE B B2 BoE S HIE1R
ocloud-barad-customize tbarad config.ini /usr/local/services/barad/ocloud/conf/
tcloud-barad-alarm cloud_alarm local json /tce/conf/cm/

arm_event_front_nws.conf

tcloud-barad-event barad.cm.event L /tce/conf/config/barad.cm.event/
event_handle.ini

tcloud-barad-isd barad.cm.isd local json /tce/conf/cm

tcloud-barad-nws Barad.cm.nws custom_alarm_nws.conf /tce/conf/config/barad.cm.nws/
nws_nws.conf
Barad_Comm_config.ini CloudMIC_config.ini
NWS_CAT1_config.ini

tcloud-barad-storm Storm-nimbus UpdateConf_config.ini /tce/conf/config/storm.cm
alarm_loader_client.config.ini
storm.yaml

stargate server o )
tcloud-barad-update2 alarm_loader_config.ini tce/conf/config/barad.cm.update2
p EENEIES _ _ 9 /tce/conf/ a/ p
tcloud-barad-dispatch-tsm barad_dispatch_argus barad_dispatch_argus.toml /tce/conf/config/
tcloud-barad-script barad_sync_server sync_config.ini /tce/conf/config/barad.cm.script/
2. BeE N HF AR
3. tharad (IRAHIZEIREHFIRIECRSS)
config.iniftBiEEinERINENER
ECEIN ]l
INS_URL http://ocloud-cfs-ops.cfs:80/cfs_api/tce/get_barad_dimention

{"version":"1.0","caller":"CGW","password":"CGW","callee":"cdn",
"eventld":1097532882,"timestamp":1427732027,"

INS_JSON interface"{"interfaceName":"Qcloud.Cfs.GetBaradDimessions","para":{}},
"postOperation”:[]}

DB_MODE mysql

HOST db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn

PORT 22003

USER 43068ui4qcdl

PASS a97o03faahcf

NAME cnas

NAS_ACCESS_IP_LIST ['10.28.12.33","10.28.11.37"]

2. cloud_alarm ( EZRSHEERFEBHEEIRS )

localjson cloud_alarmfR$E#EE

BiEIN ol 1%

WRINERE : (ZE=FEE %139 ;@ #372m)
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BECEI
ERIEE
ip

url

port

5l

alarm.barad.tencentyun.com

192.168.192.224
http://alarm.barad.tencentyun.com:8000/barad.cgi?

8000

3. barad.cm.event ( =4 EIRARSS )

arm_event_front_nws.conf EeEZH 4 cgi

ECEIN

listen_port
maximum_connections
maxfds

log_level
log_rotate_size
max_cachesize
working_threads
kfk_broker_list
kfk_request_timeout
kfk_message_timeout
kfk_statistics_intervals
datafile_path
conf_db_host
conf_db_port
conf_db_user
conf_db_pass
conf_db_base
log_path

topic_name

By

*:45008

100000

65535

debug

10

131072

4
kafka-1.kafka.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn:9092
1000

2000

1000

/data/backup/eventdata
db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
22001

wtn34rkf5m1d

z4czfz3ro58x

StormCloudConf

../log/event_front

cm_event

4. event_handle.inihandlefRSS &

BCEL

LOG_PATH
LOG_LEVEL
PARTITION_NUM

KFK_BROKER

=~
../log/event_handle
3

8

db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn

KFK_TOPIC_NAME cm_event

KFK_GROUP_ID

ES_URL

cm_event_grp

zcac3j77.ces.infra.tce.io:48104

WIS : 2B S

=itz ( BARAD)

7%
HEFRIMIE
2 ol
urlitziit

B

Tk

ARSS MR O
BRI
BRI
BEER
BRI
BRREFAN
T{rHiEE
KafkaiZeizitilt
KafkaiEREBAIATIE]
KafkaiH SR YiE)
SEitEkgAda)
HEEREEE
BCEXIRREENS
HiERERC
HEERS

=g

KafkaZ=/t#&

AEER
REEHE
KafkajZE#zitit
KafkaiE@i#
kafkaf8ID

EStE#2
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BCEI
DB_PORT

DB_IP

DB_PWD
DB_CHARSET
DB_USER
DB_NAME
ALARM_DB_NAME
AMS_URL
CKV_HOST_LIST
REDIS_HOST
REDIS_PORT
REDIS_BID

REDIS_PWD

5. BEMEIRS

=itz ( BARAD)

=~ Tk

22001 3R |
db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn HUEREEIE
z4czfz3ro58x HURERRD
utf8 FRIwIY
wtn34rkf5m1ld HIEEIKS
StormCloudConf IR
CloudAlarmV2 =2
ams-producteventalarm.tcloud-barad-api.barad/ams/productEventAlarm.php AWSiEkithit
ckvl.barad:9101,ckv2.barad:9101,ckv3.barad:9101 CKVIEEAEIE
gmbiaz.credis.infra.tce.io redisitbit
40620 redisizM
redis-barad redisg

redis redisZHg

alarm_loader_config.ini Be B &SENNERSS

ECEIN
host
port
dbname
timeout
path
level

size

6. barad-nws(ZEEEN)

=~
127.0.0.1:9393
22003
StormDictionary
2000

./log/

info

256

custom_alarm_nws.confEE X iERECE 4

ECEIN

listen_port
maximum_connections
maxfds

log_level
log_rotate_size
max_cachesize
working_threads

servername

WIS : 2B S

A

*: 8880
200000
65535
error
100
131072
4

NWS

Tk
EITENIRO
AR
HiERES
EEGHBRTAT(E)
AERE
BESER
BEAN

sk
|
AR
AT
BEEH
HREIEAN
EEAN
Tiesiess
RS
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ECEIN

accesslog

accesslog_level
accesslog_rotate_num
accesslog_rotate_time
accesslog_rotate_size
module

receiver_uri
alarm_center_uri=/ams/customAlarm.php
alarm_center_domain
alarm_center_hostip
alarm_center_timeout
retry_times
limit_per_key_per_minute
failed_save

failed_send
failed_report_filepath
failed_report_file_row

failed_report_file_time

7. nws.nws.conf nwsEEIENEE
FCEIN
zookeeper_host
zookeeper_timeout
zookeeper_logfile
zookeeper_log_level
zookeeper_update_interval
namespace_cgi_rootpath
kfk_broker_listpath
kfk_max_message_len
kfk_message_timeout
send_thread_num
dictConfPath
dictDBConfPath
localDictStorePath

transRuleConfPath

BN

./log

normal

10

300

1000
../lib/libalarmreport.so
/sendAlarm.cgi
/ams/customAlarm.php
customalarm.tcloud-barad-api.barad
192.168.252.73

30

3

120

1

1

/data/alarmlog

100

30

=5l
10.28.0.9:2181,10.28.0.11:2181,10.28.0.10:2181
20000

../log/zookeeper.log

error

60

/storm110/cloud/TransConf
/kafka/kafka/brokers/ids

499000

180000

8

/storm110/cloud/DictConf
/storm110/cloud/ExtendConf/DictAndPlugConf
/data/storm/local_dict

/storm110/cloud/translateConf

8. barad_dispatch_argus ( baradZB9aR&=S@iiES \argus )

WIS : 2B S

=itz ( BARAD)

T30

il = =7

BRI EEER
=R

il =)

piE AR AN
EENEE , R0
IERECcqiZ TR
HEEEROIIRSEES

BIRKRMEIIR

£ appclientkeyf9&53 HHRERE
REFEEREMEREAM
REFEREAX IR EREEHRIE
TRF/SHRIRR R

BHRIEEN

B HRIERRI

i)

Zk T
TEREERTHY B
kAR
BEER
Bl
EZHR=EIcgitREER
kafkaTs mECE
BAHBKE

TH R EY B
BEUTEREAEE
Bh¥FRgR
EREURSOERE
FIF RN

ERFNEEE
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barad_dispatch_argus.toml

ECEIN ]l
LogPath ../log/barad_dispatch_argus.log
LogLevel 5

Tsminterface  http://internal.ocloud-osppro-argus2-interface.osppro/report/ArgusCustomReport

Dsn

TickerSecs 30

9. barad_sync_server ( ZiERSES )

FECEIN 5l

db_name = StormDictionary
db_host = db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn

dictdb db_port = 22003
db_user = 4qzhoiObz17y

db_passwd = kcg2depb8hnv

db_host = db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn

db_port = 22003
confdb db_user = 93tp38gmns44

93tp38gmns44:i28ytm4t93vb @tcp(db-2.db.gaia-1.yfm17.shanghai.yf-
m17.tcecqpoc.fsphere.cn:22003)/StormCloudConf?autocommit=true

db_passwd = i28ytm4t93vb
db_name = StormCloudConf

log_path = ../log/

log_level = info

|

°9 #log size (MB)
log_size = 100
[server]

server server_host = 1.1.1.1

server_port = 9090

10. barad-isd ( ¥siEECEHL )
BCEI
BREE
ip
url

port

WIS : 2B S

~fl

confbarad.tencentyun.com
192.168.192.222
http://conf.barad.tencentyun.com

80

=itz ( BARAD)

)%
BHEESR

HEZE K Critical-0 Error-1 Warning-2
Notice-3 Info-4 Debug-5

Ok
Bc&barad db

EF AR

BT MR E

BB R R E

BAERE. FHhe KRB

IRSSIPIROES

R
BBk
ANtk
urlitit

BEKimO
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H&

BRILEFAYE: 2024-12-19 17:12:00

BHEE
&R BSE
alarm-policy /usr/local/services/barad_nws-1.0
alarm-

X /usr/local/services/kafka/logs
synchronizer

metric-writer /usr/local/services/barad-skywalker/log

S:;‘j;“s' /datal/containers/1529781375000001609/es/logs
;:ﬁrer:)u;_ /data/zookeeper/zookeeper.log

oceanus- /usr/local/services/barad_sync_server-1.0/log
servantl

alarm-amp /usr/local/services/cm_php_script-1.0/log

alarm-

. /usr/local/services/dict_access-1.0/log
consumption

script /usr/local/services/dict_sync_tool-1.0/log
script /usr/local/services/getAppTraffic/log
script /usr/local/services/monitor_cvm_msg_forward-1.0

event_handle tcloud-barad-eventzigg T/data/log/event_handle-1.0

update2 /data/www/update2.agent.tencentyun.com/conf/logs
frasesm tcloud-barad-alarm-synchronizer&gs
=eE “R/usr/local/services/barad-alarm-synch/log
fraesym tcloud-barad-alarm-ampZgs T /usr/local/services/barad-
=eE alarm-amp/log
traesmm tcloud-barad-alarm-detectorzz28 T /usr/local/services/barad-
meE alarm-detector/log
abi tcloud-barad-apies
P “F/data/www/api.barad.tencentyun.com/app/storage/logs
api-go /usr/local/services/consoleApi/log
query-api /usr/local/services/queryApi/log
nws-tke /usr/local/services/barad-nws-tke/log
?aos:ttg:rd /usr/local/services/monitor-dashboard/log
manager-api /usr/local/services/barad-manager-api/log
config-center /usr/local/services/barad-config-center/log
ctsdb- /usr/local/services/ctsdb-manager/log
manager

WIS : 2B S

=itz ( BARAD)

BHE1ER

nws (RS ATIRIGFT LIREUR | EURHHTEIRMEAING | VTHERNE |,
e NkafkaiBEBAG G

nwsHH T EEIRIIThEER M dict_loader(®IEHY | IZAIHSHEERZEEM
dbREEFEIEEER

BECH T HIRERSIRME

IER T kafkafGiR(FASLARIRERE

IERflinkiiRERE

IBR7T FFAEManageOneZ Fin EHTIIRINR L EAMRE | AIINESR
ManageOneZEHE(E,

ZookeeperfIEFIER  BITEERIAS

MccdbREIE cvmiYEEEEIERNBE
REEENSERISEEIRENHE
FEMF R HREEEIREENRSHNEE

M kafka [HEBNFIEZEEENRER | AREEFIISIEENEE
IHMESE getAppTrafficlIBIRIBERBE

B cvmBISLHREERIER. | B ERROMIRERE TiZzcvmBI S EHRRE A
EENEE

E S ST

FERFER. EfFfcvmIRKEELAR T Rbarad agent

==t
=

g

EFEE
HEREEE
HERNEE

ApiEOHEAEERATE , HRAE

mapiEOREEEEKAES , BREAEE
apilestFESIEEIRERNBE
#littke HIREUE _ HIRRIBE

dashboard&ifH&

h&ERapiRESEE

EEPERERSAS

EEEREE RO NELE |, fEctsdbrhBliEmetrickiiR A
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&R
alarm-amp

alarm-
consumption

alarm-
detector

alarm-policy

alarm-
synchronizer

metric-writer

oceanus-
ctewl

oceanus-
galileol

oceanus-
servantl

BEME

/usr/local/services/barad-alarm-amp/log

/usr/local/services/consumption/logs

/usr/local/services/barad-alarm-detector/log

/usr/local/services/policy/log

/usr/local/services/barad-alarm-synchronizer/log

/usr/local/services/metric-writer/log

/data/logs/tstream_cluster_admin
/data/logs/tstream_cluster_master
/data/logs/tstream_taskcenter
/data/logs/tstream_watchdog

/data/logs/tstream_galile
/data/logs/tstream_netcenter

/data/logs/tstream_servant

WIS : 2B S

B5EF

F—EEREAE

SHEHEEAAE

HERNEE

HERRIENNERS

SERSEMHAE

kafkaiHZ2EES NesHE&

ESHITHIERBE

XINEOBE

RBIENEE

=itz ( BARAD)
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APISZHH

73

=542 ( monitor)

IR ( 2018-07-24)

API HE5S

BIRSE#AATE: 2025-04-01 17:27:11

APIRRZA

V3

iR AXEO

BEOER

BindingPolicyObject
CreateAlarmNotice
CreatePolicyGroup
DeleteAlarmNotices
DeletePolicyGroup
DescribeAbnormalObjects
DescribeAccidentEventList
DescribeAgentStatusHistory
DescribeAlarmHistories
DescribeAlarmNotice
DescribeAlarmNoticeCallbacks
DescribeAlarmNotices
DescribeAlarmPolicies
DescribeAllNamespaces
DescribeBaseMetrics
DescribeBasicAlarmList
DescribeBindingPolicyObjectList
DescribeMonitorProducts
DescribePolicyConditionList
DescribePolicyGrouplInfo
DescribePolicyGrouplList
DescribeProductEventList
DescribeProductHealthStatusList
DescribeProductList

DescribeStatisticData

WRIERE - (2B =S

OThEE

HPERIEIIR
IR
HEINSRISA
IpREEEAIER (HE
PR EESRERA

RIEE =+ TN RAEF BN S LA ( EEEE )

RECFERMTIR
IRELF AL SRS
HE2.0-FEHEIIE
BB NERIERANES
WS TAAEEURLTIZE
EiERIEIRIZR
ENEEREIIER
HRIEFERFZE
IREVEREIRIFIR
IRENERHEESZR
RENESENSRSIZE
HiEETm

IRENE SRR AR
IREVERH RIS RIS
IREVER RIS S BB
RE-mEBHPIR
RGNS 24N R R B RS
BRI RIIE

REEE R TR

=itz ( BARAD)
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EEOER
DescribeUnifyDashboards
GetMonitorData

ModifyAlarmNotice

ModifyAlarmPolicyCondition

ModifyAlarmPolicyNotice
ModifyAlarmPolicyTasks
ModifyAlarmReceivers
PutMonitorData
SetDefaultAlarmPolicy
UnBindingAllPolicyObject

UnBindingPolicyObject

HittizO

EOBIR

DescribeLogTopics

HEREXEA

EOEMW
CreateAlarmPolicy
DescribeAlarmEvents
DescribeAlarmMetrics

DescribeAlarmPolicy

DescribeMiniDashboardAlarmInfo

ModifyAlarmPolicyInfo

ModifyAlarmPolicyStatus

WRIERE - (2B =S

ZOTEE

$KEY dashboard %3

RIBGEIT AR

IEBOERIER

RIS ERIEMASM

e EE RIS ERI S EEAER

e S ERAERIRA (S

1EREERIA

BE X imis EiREE

PSENN=

PR EBATRERIISR

THPRIRERATRERIISR

O

jellf=a=s

e
s

BREEEMIIR

ENEEIETIIR

IRENER

MiniDashboard HER—NSLAIRIEZRXES

N
(=

RIS

RESEREERER

Fss

LR

ZOTEE

HIBYAGER

=itz ( BARAD)
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VARG
EOLAVL
SIRSEATE): 2025-04-01 17:27:11

ZE=FE AP 2B METERMTEMNIIE , IS MERBREELTLERSHPEESERER (Signature ) LISIEERESD. SREEHREFEIEEMN  *2FIiE
B#E Secretld # SecretKey ; ERFERIRAREFEIL , IFRIESAPIRERHEARE , ENLEBEAAPEEM.

L - s

1. RigREEIE

EFERERTAPIZE] , BRIERAPIRARERBLZESEIE. L2EIIEHE Secretld 1 SecretKey :
* Secretld BF+rR APLIERE S
* SecretKey FITFINEEE FRIBEMIRS SSHIEESE FRIEBENEH,
* FAPRIIRRERSEIE , BRtE,

RIEReEIENERSEBINT

1. BRZHETFEEEP A,
2. BIfF=APIZHREHI A T
3. E=APIZSHIE |, st [3r2] BInTLABIE—RdSecretld/SecretKey

IR FFRAEKSESALUABERT Secretld / SecretKey,

2. ERERE

BTREFESecretld Fl SecretKey/s , HAIMEMSRERT. I FREMSSSANHMIRE :
BIZFFEY Secretld # SecretKey 5512 :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
¢ SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR RBERERA , SHRIERFSCRREEER Secretld 1 SecretKey #HT/EEHRME !
LU=ARSS 8B A7 (Describelnstances)iEk A6l , HEFPERX—ZOR , EiERkSHETENT:

SHER 225 SHE
Action Yahrx=] Describelnstances
Secretld Z$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp LHIRTEE 1465185768
Nonce FEHIEEEET 11886
Region SCRIRRTERX S, gsay
Instancelds.0 RFEIARYSLHIID ins-09dx96dg
Offset REE 0
Limit RAFIFRH 20
Version EORAS 2017-03-12

2.1. HSHBERF

BSRAEERSMIZSHBNFIERF ( ASCIB) AFHF. 8 1) RIZSHSHTHT , SHERFIRAE , F25HA0N | 2) & ASCILEBELA/N , 40
Instancelds.2 ZH7E Instancelds.12 f5H , AREFER , BARREE. BRALIEEREES TE0BXHFRECTINX—I088 | 40 php ##J ksort &Y. LiRRpAl
SHRIHERESR T

WRINERE : (ZE=FEE 25148 Tn #3721
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{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset’ : 0,

'Region' : 'gsqy’,

'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',

}

ERHECERRINESAR , X LERGIFRSERHTHR | BRIRER .

2.2. PHeEE R

I BERIERFS, BEL—SHIFFIERSEIERI R SHETR ="S5E 1R |, 033 Action %1, HSEERA "Action” , SE&EN "Describelnstances”
. B LEHE Action=Describelnstances . F&& : "S¥E" ARBETMIFUrRBEE.

REBEUEIE N SHA QTR | REEMINERFRSEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=gsqy&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLP
x3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

2.3. PHESBIRFAS
HWEBERSBENFER. SRRLFFRHELUTUNSE09K:
1. i5k7iA: 285 POST #1 GET A= , IXE({ER GET i53k , iEEAEAEXE.
2. IEKRENLEELAIFIZER(Describelnstances)iEkig=Z 7 : cvm.gsesgpucloud.com, SLPRAIEKIFEIRIEEOFBERINARNAR | ENS WA,
3. ERIBE: MBRATAPIHISERISZETERN / .
4. {ERFR R B E— S ERIERERT B,
BRIESEAIPFHENNA: ERTE + BREN +EKRER + ? + BREHH
TRBIEHHEER R

GETcvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=gsqy&Secretld=AKID
z8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24, ERERER
SRS SRR, B5EEA HMAC-SHAL EiExs F—2S RSN ERFCARIRHTES | REISEMRIES BEF Base6d HITHIS , AITXSRENESZE,
E{MAFBINT , LA PHP iBE 7961
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=08&Region=gsqy&Secr
etld=AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12;

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REERINEEET:
EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFIHESIIARN , AT A EERGIRRIFESGHTERINE | SRIRES S SHIF R —ZEra.

3. R BRI

ERRIERBHTEEREABERSH , FEWERT URL R,

W E— AR B S EliPIYW3pW28FpsEdkXt/+WcGel= |, SEREFIIEZBIERSEL ( Signature ) 79 : EliPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , BIEBEF
ERLEREERIIER URL,

WRINERE : (ZE=FEE %149 T #3721
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R MRAPNERSGER GET , & ERAZEA POST @R Content-Type J3 application/x-www-form-urlencoded , MIAEERATFAEERSEEVESTEM URL
WG, SEEN=-FFSAREMB. IF ASCI FRFE URL RISRIEESEIL UTF-8 BHT4RAS.

R | PRREIESH http EERBENFTEESEUA{T urlencode , FEXMERT , MAREXNEZHHT URL HET , UK URL HSLSHEZLM.

R : Rt S BB TR TR . HESRA RFC 3986, £ %XY MRFHFFRHMINFHTED RS . HP XY A+HNHHFR (0-9 MAEFE AF) |, RN
H5IRMIR,

4. BZKM

IRIESERRIEN | A FEBAMANEHRD | BIRECRERE

SRR SEIREA
AuthFailure.SignatureExpire SEITH
AuthFailure.SecretldNotFound BEHAFE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $HiR
AuthFailure.InvalidSecretld BRAEE (2= API ZHEEY )

5. BRIER

FESCORVER APL 3.0 BY | #EZ(ERECENZE RS SDK 3.0 , SDK HETERANIRE | FANRXE-RRHINERZONT, FMEES0 SDK b, HRISHFIIRE

B

e Python

* Java

* PHP

* Go

* JavaScript
e NET

NTEEERRSRITRE , TEUERREES AP, B LAMER SRR, SROES. ERNEONSHNEERLL EASETRRE AR ABEERY
2, FrEsERY , TRFAIERE[ER SDK.

R url BTBER © https://cvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=gsqy&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%
2F%2BWcGel%3D&Timestamp=1465185768&\Version=2017-03-12

IR - BT ROIPHNEEEEEN , MR ARRSALFRTE , BB url FEXEEFRITASRER curl EHSERARNSRESIGER | SRTH. ATER—TLL
IEEIRER url |, FBEEBURGIFHI Secretld F SecretKey AESLHIZESR , FHMERRFZHBIRIAELEA Timestamp

IR ETENTS  ARRRES  EERESETEEIR url TEEEERARE , RIASENIUTARE | BXHAABERE. REMESHEE  BERITE
IERRRPA],

IR LUTMUB(UERT APL 3.0 , FeEEATEMNERME | BIEZIBR APl , HFEEADERBSSHERITEBIR | BLANIRAISSIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

WRINERE : (ZE=FEE 28150 T #3721

\|



O BASTCE

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.gsesgpucloud.com/?");
/] SENEFRGSEHITFHART | a-ATreeMapfRIEIRE

for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.gsesgpucloud.com/?");

// EBRERAJurlFX SEIRFR R B EK

for (String k : params.keySet()) {

/] BENSEKSBFHTuUrlencode , T key#EBRENFH , HUttb{dHEvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABzHER

// SEPrVEFERT R4 FERENEL , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // At&#

// SEFREFRRT R FER RS4RI E , BIg0 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // 2%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE"); // AES#

params.put("Action”, "Describelnstances"); // AH5%1

params.put("Version", "2017-03-12"); // ~"H&E5#4

params.put("Region”, "gsqy"); // ~HESEL

params.put("Limit", 20); // W55

params.put("Offset”, 0); // I/SE%L

params.put("Instancelds.0", "ins-09dx96dg"); // W54

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A&E
System.out.println(getUrl(params));

}

}

Python
EE : GNERETE Python 2 IMBHIET , EBESELIEE requests {KIRE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&"join("%s=%s" % (k, params|k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.gsesgpucloud.com”
data = {

WIS : 2B S
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'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

'Nonce' : 11886,

'Offset’ : 0,

'Region' : 'gsqy’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version'": '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IR SCRRER | BENERTREF=AE i ER

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

WIS : (28 =Fa 28152 ;n #3721
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EOSH7V3

BILEFATE: 2025-04-01 17:27:11

ZE=FE APl 3B MEETERMITEMNIIE , IESNMERBREELTERSHPEESERIER (Signature ) ISIEERES). SREERREFIEEMN  *2FIE
B4 Secretld # SecretKey ; EFFEIRAEREFEIL , IBRIESAPIRERHEARE , ENLEBEAAPEEO.

1. HiFRERFIE

EE—RERTAPIZHE , iSRIFAPIZERERAEREFIE. TEFIEEE Secretld 1 SecretKey :

Secretld FAF#riR APLIAREBM%
SecretKey FITFINESEF R BMNIRS SRS Z F TRV,
R HARIRE LTI | BRiteE,

REREFIENERSERUT :

1. BRIZE=TFREEPUEHSE.
2. BIfEAPIEZSRRIEHI S TUE
3. E=APIZSHINE , =i [#2] RIRTLABJZE —XJSecretld/SecretKey

pET=Y

| FREISRESTLUABRXY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

=T

: SFFGETH% , Az#F Content-Type: application/x-www-form-urlencoded ti¥4&=(. I FPOSTA% , BEIsZ#F Content-Type: application/json LAK

Content-Type: multipart/form-data FIFRHHNYIET | json IEHLBNARMBWSEOIYIF | multipart 8T REREWSEOSHT | INZEOARREER json 180ER . &
= UNIE S mave Sint) R

THURRSHEA MNXEAFIREAGF , SEBNMESSANTEEE. FHIIRBETEILGFIRNFANSE  Limit 70 Offset , £/ GET 7515,

BIZFFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. JHENEERER
RIS HHENBEIERES ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

HTTPRequestMethod : HTTP i&k75i% ( GET, POST ) , A7Rfls79 GET ;

CanonicalURI : URI 2#§ , API 3.0 EENIERAT (/) ;

CanonicalQueryString : &2 HTTP &K URL RRENAFRFE , X}F POST iEK , EEATFRE , XWTF GET 5K, WA URL RIS (?) EEMNFHENS &
RGIEUES : Limit=10&Offset=0, iF& : CanonicalQueryString &3 URL 4R7f3.

CanonicalHeaders : 258 ZHILEHER , ZPEE host 1 content-type FNLER , BAIMIABEXAELE S 5B B LIRS ESEKRNE—MEIILZ M. FHEMN
M : 1) 3kEB key 1 value Zi—4eANE |, HEIREREHE | 1RER key:value\n 18z0HEE | 2 ) ZLER | IREBSLED key (/NB ) BOFERHEFRSHTHEE, 1B

79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.gsesgpucloud.com\n

SignedHeaders : £25&ZR0LEMER | RIBLLRIEREPLLESE5TES , 1 CanonicalHeaders BERILEBRBE—RIMAY, content-type 1 host Joi4i%k
SLEB, HEEERIM : 1) SLEB key F—ER/NG | 2 ) Z40LEE key (B ) IREBFEHHFEHTHE , FEUSS () DR, WHFIFH : content-type;host
HashedRequestPayload : IEKIEXRIGEE , iHE 7558 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i&k&EANEX payload fiff SHA256
187 , Rt/ R , RERESBEIEMINEFE. R  }TF GET &K , RequestPayload EEAZFFE , 33F POST i&K , RequestPayload Bl HTTP
BKIEX payload.

IRIELA LRI, BIPERIAIEIERBUT T RmEHT , \n BTFBE BRI —78K) -

IR : (IZE=FE %153 ™
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.gsesgpucloud.com

content-type;host

e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. PSS B F/HR
AT RS S s

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &8&% , BRIEEA TC3-HMAC-SHA256 ;

» RequestTimestamp : iEKAJEE, , BRiBSKLERAY X-TC-Timestamp BUE , W0 ERFlERA 1539084154 ;

=itz ( BARAD)

* CredentialScope : EIEBE , #&z(/9 Date/service/tc3_request , 2 HHA. FRERAIIRSILLEFRE (tc3_request ) . Date Jg UTC fRERIENBRA , BUER
BEMRHSH X-TC-Timestamp #E8EA9 UTC FRERIEIRRE—H ; service AF-RE , YRSREMINF=RIRE—E , g0 cvm, W E7RFlERK , BUEA 2018-10-

09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALSBRHHZFIENEIEKEMIEHEE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date ZMASIENEL X-TC-Timestamp &S5, BRFXJ9 UTC+0, MRMARSZARMHRES , FINF/\K |, BSEEXRMSE LEARRY , B

26,

==
TEIR =

AR DA
B, BRZRH AR 1551113065 , 754/ \XAYRT AR 2019-02-26 00:44:25 , {BRi+EEFHY Date BY UTC+0 RYRHARL A 2019-02-25 , MIAE 2019-02-

2. Timestamp WA HRIRFNE , BRHRRENDIRERNDRRSH , MREEESRDFHNSERY. MRKEEIILERERS |, FTESEIET—R

RIS | IERGERY (IREEZTHER ) .

IRIELA LR, ROIPEEINGESFHRUT (ATRREN , \n BTRBISRITEHI—TE8R) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. HESH
1) HERESEE , RBIT

SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

* SecretKey : [RIAfY SecretKey ;
e Date : B} Credential #ff) Date FEYEE. , 417wl , $92018-10-09 ;
e Service : B Credential {3 Service FE¥EE , W LR, 3 cvm ;

2) itESE , RBET

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BILA EITEBEIRNRESZEA |
e StringToSign : A E2ITEEEINGFEEF/HE |

2.4. 4% Authorization
RN H&EHHE Authorization :

WRIERE - (2B =S

%154 ™
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Authorization =

Algorithm + "' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

e Algorithm : &8&75i% , EES TC3-HMAC-SHA256 ;
* Secretld : Z$BXIHAY Secretld ;

e CredentialScope : W.EX , FIEEHE ;

* SignedHeaders : L EX , 258 BHLEES

e Signature : £&(&

HRIELAERI | REIREEIRIES |

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582
db9e9bf4672ba50567dbal6c6ccfl74c474

BRETREIERESNT

https://cvm.gsesgpucloud.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.gsesgpucloud.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: gsqy

3. &K M

IRIESLIRENR | FAELTERAMANERG | SRIES RS E

IR FiRmA
AuthFailure.SignatureExpire BEILE
AuthFailure.SecretldNotFound EREARE
AuthFailure.SignatureFailure BEHEIR

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 ~LE N =S

BRER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

WIS : 2B S
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import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.gsesgpucloud.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.gsesgpucloud.com”;

String region = "gsqy";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FERK , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkhkhkkk .,I)J}g’j% 1 0 m%%mg@i%gz% Kdhkkkkhkhkkhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&8Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// dkkkkkkkhkhkkkk ﬂ}g% 2 0 m;%%ég?ﬁ% dkkkkkkhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// Kkkkkkkkkkkkk '}fﬁ 3: :L_I_%/\-ﬁ'-% Kkkkkkhkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkhkhkhkkk .,IJJ}E’E% 4 0 }#;ﬁ Authorization dkkkkkkhhkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}
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Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.gsesgpucloud.com”

endpoint = "https://" + host

region = "gsqy"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkkkkkhkhkkkkkkk 55% 1 0 ﬁ?%mﬁi%gz% khkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkkhkkkkkhk ig% 2 : ﬁ?%?%%g?ﬁ% kkkkkkkhkkkhk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# dhkkkkkhhkkkhkhk 53% 3 : .‘L-I—%Eg dhkkkkkhkkkhkhk

# I ESERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# dhkkkkkhhkkkhkhk ig; 4 0 ﬁ;sﬁz Authorization kkkkkkkkkkkkhk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSERINERERLED
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headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2. BIEHmY

{ZE=FE APL UFrEREOI9EY HTTPS #HTE(S | iREEReHNEERE

3. BKRA&
S HTTP 53K 7554:

* POST (##)
o GET

POST i&3k37#5#9 Content-Type 288!
e application/json (¥#7F ) , W/RFER TC3-HMAC-SHA256 &&75i%.
* application/x-www-form-urlencoded , #7fsiF HmacSHAL & HmacSHA256 &&753%.

» multipart/form-data ({RERDHEOTIE ) |, KRFER TC3-HMAC-SHA256 &&75%,
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{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34bbclc”

}
}
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{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)2
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}
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Desc =2 &
Id & &
MetricSetld & &
CreatedAt & &
UpdatedAt & &
ArgusMapOut
Argusi@HMap
WA ™EEOS | -
E= Wik FEFFNULL
Name = S
Values 2 p=3

PolicyGroup

RAGEER
N TEO5|A : DescribeConditionsTemplatelList

SR Wit
CanSetDefault P
GroupID =2

WIS : 2B S

FEFNULL

=
(=)

=
=)

String

Int64

Int64

String

String

ESid)

Bool

Int64

St

String

Array of String

i}y
Fix
A
1Eira&
A
IEIREAF X E
RUE :
%HID (RfEHES , ABTREH)
~ENE
IEIREEID ( RIEHS , ABRH)
RHUE :
BERTE) ( RIEHS , ASFEH)
~E :
EFEE ( RIEES , ASRE)
WA -
i)
BIR
A
el
A
A
EETIZABIAEESRMS
RHNE :
HERRRLAID
RHNE :
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B

GroupName
InsertTime
IsDefault

Enable

LastEditUin
NoShieldedInstanceCount
ParentGroupID
ProjectID
Receiverlnfos
Remark
UpdateTime
TotallnstanceCount
ViewName

IsUnionRule

URLNotice

TR EEEAIRR - BEEAEE

el

el

el

el

el

el

el

el

el

el

Hm

Hm

Hm

FEEFNULL

a

iy

fil

iy

iy

|

iy

iy

String

W
&

=itz ( BARAD)

fik

HERRERTR
HIE

ellEE e

Int64

HIE
BEENTERE

Int64

Bool

HIE

HERBERRES
HIE

BRIEBAUIN

Int64

HIE
REFHRAISCAIEL

Int64

A :

REHLAID

Int64

RNE :

FREIEID

Int64

Array of PolicyGroupReceiverInfo

String

RONE :

HEREISRER
~E =

=R
RHNE :

&)

Int64

RHNE :
RIS

Int64

String

RONE :

wE
RHNE :

RENSREHN

Int64

WA :

WU T4EM5| A : CreateAlarmNotice, DescribeAlarmNotice, DescribeAlarmNoticeCallbacks, DescribeAlarmNotices, DescribeAlarmPolicies,

DescribeAlarmPolicy, ModifyAlarmNotice

B

URL
IsValid

ValidationCode

ClmDimension

AR XIS

WU TEOS|A : CreateMetricSet, DescribeMetricSet, DescribeMetricSets,

WIS : 2B S

Wik

=
=

iy

iy

FEFNULL

=
E

el

el

i) i)
B8 url ( FRIE256FFF )
GNII=

EABIRIE 0=5 1=

Intb4 T -

ISIERS

string I -

ModifyMetricSet
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2R WAk FEFFNULL ESid] ik
Field = B String ;ffug :
%BID (RfEHE , ASTH)
I &= &= Int64 =
d : B e O -
CreatedAt = = String ﬁ_UiiEa‘fEﬂ (RfEEES , ASTEH)
A
UpdatedAt = = String %f?ﬁﬁﬁl‘ﬂ (RIfEEES , ASTEH)
A
MetricSetld = & Int64 Eﬁﬁ%m (FUFS  ASFR)
A
DescribeBaseMetricsDataMeaning
DescribeBaseMetricsDataMeaning
#HUNTEO35|A : DescribeBaseMetricsForConsoleFontEnd
B Wi FEEFNULL ESidl ik
= = - EE
Language b3 A String Ol -
. - ] . a3
Meaning = & string A
ClmMetricAnalysisCurrentData
CLMEBtRD T RIE0E
HINTEEOS A -
BFR WAl FEFNULL KA Bk
- E ‘ . LR
Current = = Array of PCLMMetricAnalysisPoint S BE
DashboardMetricQuery

Dashboard 2.0 IEIREIANS IR

AN T4EO31/A : DescribeDashboardMetricData

2R Wik FRPENULL 23
StartTime 2 a Datetime_iso
EndTime 2 a Datetime_iso
Datasource = & String
Namespace 2 & String
MetricName = & String

WIS : 2B S

filk

BN EIERAYFTIARTIE) , SEFBISOMEL 4N : 2018-04-10710:15:58.858Z
UE

TR EIERAVLSRATIE) , EFRISOMEE 40 : 2018-04-10T10:15:58.858Z
WA

HURR
RHE :
RTEER
A :
HIFHEIRER
RHE :
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2R Wik RRPENULL 263
Period S S Int64
GroupBy 2 = Array of String
Aggregate = = String
Conditions = a

Seriesld = & String
DataSourceRegion & & String
Configld = = String
QueryVersion & & String
OrderBy & & String
AscDesc S E String
Limit S S Uint64

PCLMDescribeAlertPoliciesData

PCLMDescribeAlertPoliciesData

wWanTEOS1A -
E=TH WAYEE FEEFNULL
TotalCount 2 =
AlertPolicies = =

DescribePolicyGroupInfoCallback

EiRREEHIBERER

#HanT#EO51/A : DescribePolicyGrouplnfo

B Wik FEYFNULL ESi

CallbackUrl 2 &5 String
ValidFlag 2 = Int64
VerifyCode 2 & String

ClmMetricAnalysisBasicMetric

WIS : 2B S

Array of DashboardMetricCondition

HE
fie

Int64

Array of PCLMAlertPolicy

PR ENERE Ot

FBF EE OIS

=itz ( BARAD)

Tk

SRR , BUAMEN60 , S{URD
HIE

PE | EEEREE
HUE

REHN , RIEETERESREH
HIE

e
~E  EE

HiffiFR
HUE

UE

=110
THHE :

EHARAS | BRAREE | $RAE"2020-10-21"
=

Hp@EmitERS, avg
HEFIIR | asc

He AN
~HE :

fR

B
IE

PIFRT=R
g EF

FRENEZORTE | 0RRIGE , IRRCRIE , 2R EurlBigEBid IiE
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CLM{EtROHTRRIERIEIR S

#HAN #0351/ - DescribeMetricAnalysisData
BFR WAYE FBEFNULL

Operator 2 =

Name = &=

PCLMDimension

AR XIS

U TEOS|A - CLMDescribeMetricSets
E= WhYE FBEFNULL

Field = &

CreatedAt

iy

=
[=]

UpdatedAt

iy
|

MetricSetCID

I
o

PCLMMetricAnalysisBasicMetric

CLMIEIRHTeRRRAEIRE4Y
HIITEOSIA -

B Wi FEFFNULL

Operator P 5

Name 2 &=

StrategyChannellnfo

StrategyChannellnfo

WINT#EO3|A : ModifyStrategyChannels

B 0vid FEFNULL

Strategyld = a

AlarmChannel = =

ArgusNamespaceOut

ArgusfyNamespace

WIS : 2B S

ESid)

String

String

String

String

=itz ( BARAD)

sy sk
Sting By
N
. tts
string A -
ik
S
NE
BIERENE) (FUFHS , NS
NE -
T (RS | NS
NE -
SEATEECID (US| NS )
NE -
sy stk
. R
String U -
. st
String U -
sy ik
‘ LEEERID
. o
Vit e -
‘ wEET
Array of String <ol -
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WANFEOSIA

B

Name
Description
DataTimeLimit
DataDiskLimit
AdminUins
AggPeriod
Appld
CreateUin
CreateTime
UpdateUin
UpdateTime

Id

WIS : 2B S

il

fil

]

fil

fil

fil

fil

fil

fil

fil

FEFNULL

Py
=

=
=

]

iy

iy

iy

iy

o
2

String

String

Uint64

Uint64

Array of String

Uint64

Uint64

String

Uint64

String

Uint64

Uint64

=54 ( BARAD )

)%
K11
HIE
fix
HIE

RS ARIFAE , B
HIE

HESEAEFMHEEE , BUGB
IE

BERTIR
A :

RERH
UE

Appld
A :

BIEA
A

BlIEAIAT AR
A

N
A

B AIEL
=

Id
RGHE :
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AR

BRILEFATE: 2025-04-01 17:27:12

IHEEAR
WERIREILERTFE Error FER , MIFR/RAR AP E2O5LM. 5ign

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
2
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Y Code FRREIRID , Message RNZIBIRIIEMREE.

HixRpg5IR

ARG
HIRAD iz
AuthFailure InvalidSecretld FIHIEE (RE= APL Z$H2E8Y ) |
AuthFailure.MFAFailure MFA iR,
AuthFailure.SecretldNotFound BRAFE. RO ERARECHKIREESA  IASER | FREmRERESIER ,
AuthFailure.SignatureExpire HEIIH. Timestamp FIRSENAEENSBEI RS , HREAMEE BN ERERE.
AuthFailure SignatureFailure BEWBR, SEUEEZR  BURBERSXANEOSSOOSICES FITEIPRE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation &3k CAM 11X,

DryRunOperation DryRun #{F , RFBEKRIESEMINN , RESIET DryRun 2%,
FailedOperation BRI,

InternalError HERERIR.

InvalidAction BEORFRE.
InvalidParameter SHEIR,
InvalidParameterValue SHEUERIR,
LimitExceeded RIS FECEPR .
MissingParameter BROSEEERR,
NoSuchVersion BEOMRATFE.
RequestLimitExceeded TBERAOREGERT 7 SRR,
ResourcelnUse RIS,
Resourcelnsufficient BRE.
ResourceNotFound RRFIE.
ResourceUnavailable BRI,
UnauthorizedOperation RISRURIE.

WIS : 2B S

=itz ( BARAD)

EERIEMEETIE.
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BRI 5388

UnknownParameter FASEGER,

UnsupportedOperation BEARHS.

UnsupportedProtocol http(s)iEKIPIUEIR . R

UnsupportedRegion BOARSZRSATE I,
ArSEERES

BRI

FailedOperation.ServiceNotEnabled
InvalidParameterValue.VersionMismatch
LimitExceeded.MetricQuotaExceeded
FailedOperation.DbRecordUpdateFailed
LimitExceeded
FailedOperation.DbTransactionCommitFailed
InvalidParameterValue InvalDashboardNameExists
FailedOperation.AlertFilterRuleDeleteFailed
FailedOperation.DbRecordCreateFailed
MissingParameter

ResourceUnavailable

Resourcelnsufficient
FailedOperation.AlertPolicyDeleteFailed
InternalError

UnknownParameter

ResourcesSoldOut
FailedOperation.DataTableNotFound
FailedOperation.AlertTriggerRuleDeleteFailed
InternalError.ExeTimeout
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
ResourceNotFound
FailedOperation.AlertPolicyModifyFailed
InvalidParameterValue
FailedOperation.DruidTableNotFound
FailedOperation.DuplicateName
FailedOperation.DruidColumnNotFound
InvalidParameter

UnauthorizedOperation

ResourcelnUse

WIS : 2B S

=itz ( BARAD)

3<¥5 GET #1 POST 53K,

WiBA

RSKEA  FHBIRS S RIER,
MRAA—EL,
TEREAZIECETIRS | ZIESEREMEFIER,
RO REIRIL.
RIS ECRRBR .

IR SRR,
dashboard BES.
pilGSORE LSS
BIEEIERICR AL,
FROSHEER,
BRI,

RERE.
EERIEMIBR L.
WEREIR.
RINSHGER.
RREE,
HIERAFE.
PRBRARAR SR AR
HATHBRT,
ERHTTEIERYL.
BEREEEAIRS K.
RRAFIE,
EERIRIEHRN,
TRIEHUE.
druid=A 7.
BFEE.
druidZ=R=FERAFE.
SHGER.

RIFRURAE.

B S .
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FRIRMG

FailedOperation.DataQueryFailed
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionBeginFailed
InvalidParameterInvalidParameterParam
UnsupportedOperation

FailedOperation
AuthFailure.UnauthorizedOperation
InvalidParameter.InvalidParameter
FailedOperation.DivisionByZero
DryRunOperation
FailedOperation.DbRecordDeleteFailed
FailedOperation.DataColumnNotFound

FailedOperation.AlertPolicyDescribeFailed

WIS : 2B S

B8

RS,

OISR,

HiERFFEIRRY.

eI Py S S U

SHGEIR.

BAEASTS,

S5 SUR

BERKIFN, 1ES% CAM TR,
SHGEIR.

WBREAO,

=itz ( BARAD)

DryRun ##(F , RFBERISLZMIAT . RES(ET DryRun 4,

R AFICRMPRAEL.
HIERFRAMTE.
HERBEALY.
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ARZN (2017-03-12)
API 1S

BIRSERATE): 2025-04-01 17:27:12

APIRRAR
V3
Tt EREO

OB
DescribeBaseMetrics

GetMonitorData

RS - (28 =Fa

#EOTheE
IREVEREIRIFIR
FIE

=54 ( BARAD )
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ARG
EOLAVL
BIRSERATE): 2025-04-01 17:27:12

ZE=FE AP 2XBMEETERMTEMNIIE , IS MERBREELTLERSHPESERIER (Signature ) LISIEERES. SREEHREEIEEMN  Z2FIiE
B#E Secretld # SecretKey ; EFFERIRAEREFEIL , IFRIESAPIEERHEARE , ENLEBEAAPEEO.

sgE RS
1. RigREEIE
EFERERTAPIZE] , BRIERAPIRARERBLZESEIE. L2EIIEHE Secretld 1 SecretKey :
* Secretld BF+rR APLIERE S
* Secretkey AFINESEFREMIRS SRS S FRIEBAEA.
* FAFPRTIRRERLEIE  BRitE,
HISLZ2EIENERSERNT ¢

1. BRZERFEEEPOETIE,
2. BIEEAPIZBEIEHATRE
3. E=APIZSATNE , M [#r@] B LAIE—3dSecretld/SecretKey

IR FREKSREZ LB Secretld / SecretKey,

2. ERERE

BTREFESecretld 7l SecretKey/s , MAIMEMSRET. I FREMESEANHAIRE :
BIZFFEY Secretld # SecretKey 5512 :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XBERER , BRIEFAF RN Secretld ] SecretKey BHTEEUR(E !
A= BRSS 5B ELI7IZR (Describelnstances)iEsk Al , BRAFERX—EORN , EiEkesmsenT:

SHER 225 SHE
Action Yahrx=] Describelnstances
Secretld =Z$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp LHIRTEEL 1465185768
Nonce BENIEEREY 11886
Region SEIRTE R, gsay
Instancelds.0 RFEIARYSLHIID ins-09dx96dg
Offset REE 0
Limit RAFIFRH 20
Version BEORAS 2017-03-12

2.1. SR

BRNEIERSHILZSHBNFIR ( ASCIE ) FHRHF. T8 1) RERSHEHTHE | S8ERSIRET , R85tk ; 2) #&2 ASCILEBELAN | a0
Instancelds.2 EHETE Instancelds. 12 [5H , AEEFEER , HARREE. BAFRETLMEREES PAEFHIFRECEIIIX—INAE , 40 php FAY ksort L, LidRxpl
BHNHIFERNT:

WRINERE : (ZE=FEE 28340 ;n #3721
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{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'gsqy’,

'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',

}

ERECERRINESARR , X LERGIFRSERHTHR | BRIRER .

2.2. BHEERFRIER

I BERIERFRS, BEL—SHIFFIERSEIERIR SHETR ="S5E 1R , 033 Action %1, HSEERA "Action” , SEEN "Describelnstances”
. B EEHE/ Action=Describelnstances ., F&& : "S¥E" ARBETMIFUrRBEE.

REBEUEIE N SHA & THEE R | REEMINERFRSEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=gsqy&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLP
x3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

2.3. PHESBIRFAS
HWEBERSBENFER. SRRLFHFRHELUTUNSE094:
1. 15K 75%: 3785 POST #1 GET A= , iIXE(FEF GET i5k , iFEAIENEXE.
2. IERENLEELAIFIZE(Describelnstances)iEkig=Z 7 : cvm.gsesgpucloud.com, SLPRAIEKIFEIRIEZEOFMBERINARNAR | ENS RO,
3. ERIER: MBIRATAPIHIERISZETER / .
4. {ERFE R B E— S ERRIE RS,
BRIESEBAIFHENA: ERTTE + BREN +EKER + ? + BREFH
TRBIEHHEERR

GETcvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=gsqy&Secretld=AKID
z8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24, ERERER
S BAERERER, EIEEA HMAC-SHAL Bk E—S RSN ERBFOCARIRHTES | REISEMRIES BEF Base64 HITHIG , AITXSRENESZ S,
E{MUFBINT , LA PHP iBE 7961
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=08&Region=gsqy&Secr
etld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12';

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REERINERHN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECEFIHESIIARN , AT EERGIRRIFESGHTERINE | SRIRERBSHIF PR —ZEra.

3. R ERIRIT

ERRIERBHTEEREABERSH , FEWERT URL R,

0 E—E RIS 8 EliPIYW3pW28FpsEdkXt/+WcGel= , BELSEIRIEE BIEREH ( Signature ) %9 : EliPIYW3pW28FpsEdkXt9%2f%2bWcGel%3d , BT
ApERERAIEK URL,

WRINERE : (ZE=FEE 28341 T #3721
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R NRAPIEKRGER GET , BiEERA%EJ8 POST FERt Content-Type 73 application/x-www-form-urlencoded , MI&ZXE R FrEIEREEMEISTEM URL
WG, SEEN-FrSARERIE. 3F ASCI FRFE URL fHBRITESCLL UTF-8 #1748,

R | PRREIESH http EERBENATEESEUHT urlencode , EEXMERT , MARENEZHHT URL HET , UMK URL HSLSHEZLM.

R Rt SMEMER TR , ISR RFC 3986, £ %XY MRHAFRIPIMNINFHTES LA , P XY+ #tHl7R/ (0-9 MAEFE AF) |, ERANS
BEIRMER,

4. BZKM

HRIESEIRENR | AL TERKRMANERS | SRIESRERAE

SRR FEIREA
AuthFailure.SignatureExpire SEITH
AuthFailure.SecretldNotFound BEHAFE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $HiR

AuthFailure InvalidSecretld BRAEE (R API ZHEEY )

5. BRIER

FESCRRUEPD APL 3.0 BY , I MIREERIIZH=TA SDK 3.0 | SDK HETEEMLRE , FANRGEF-RIRHRREORE. HMEESI SDK hil), LTSRS

EBESH:

e Python

* Java

e PHP

e Go

e JavaScript
e NET

ATEERAIMERERTRE  TEUSRREES A0 | B EARNEZIRREARTI. BRES. ERNEOMSHRIERIL DASTIREAE  ABRABESET
2, FrESERY , TRFAIBRERER SDK.

R url BTBER © https://cvm.gsesgpucloud.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=gsqy&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%
2F%2BWcGel%3D&Timestamp=1465185768&\Version=2017-03-12

IR BT RAIPRNESREEEN  EEEARRSLEE |, BLIIISREL url TEXEESFRITHEHER curl EHSERNSRESIGER | €238, ATEE—MATLL
IEEIRER url |, FBEEBURGIFHI Secretld # SecretKey AESLHIZESR , FHMERRF LRI EELEA Timestamp

IR EFENTS  ARRRES  EERESETEEIR url TEEEEARE , RIASKENIUFAR  BXHAABER . REMGSHEE  BERITE
IERRRPA],

IR LINMU(UERT APL 3.0, FEEEEATRANEZME | AIERIEMRMN APl , HTFFEADERTSSHESBITESER | B RAISEIRSAE A,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

WRINERE : (ZE=FEE 28342 ;0 #3721
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Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.gsesgpucloud.com/?");
/] BERRERNSEHHTFEAT | iR TreeMapfRiEIRFE

for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.gsesgpucloud.com/?");

// EBRERAJurlpX SERFR R B EK

for (String k : params.keySet()) {

/] BEXSEKSBFHTuUrlencode , T keyEBRENFH , Hutbb (i Evaluei#t{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABzHER

// SEPrEFERTR 24 REBENEL , 5170 : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // X541

// SCRRAFRRT NS FR R SE24RURT A , FI4N : params.put('Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~Ht&%4

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE"); // AES#

params.put("Action”, "Describelnstances"); // AH&%]

params.put("Version", "2017-03-12"); // ~H2%4

params.put("Region”, "gsqy"); // NS

params.put("Limit", 20); // \555#1

params.put("Offset”, 0); // A/ZE%L

params.put("Instancelds.0", "ins-09dx96dg"); // W5Z&4

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A&#
System.out.println(getUrl(params));

}

}

Python
IR GNERETE Python 2 IKEHIET , EESLIE requests {KIRE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&"join("%s=%s" % (k, params|k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.gsesgpucloud.com”
data = {

WRINERE : (ZE=FEE 28343 T #3721
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'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

'Nonce' : 11886,

'Offset’ : 0,

'Region' : 'gsqy’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version'": '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IHRbSSCRRAR | BENERIREF= it

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

%344 T #3721
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EOSH7V3

BRILEFATE: 2025-04-01 17:27:12

ZE=FE APl 3B MEETERMITEMNIIE , IESNMERBREELTERSHPEESERIER (Signature ) ISIEERES). SREERREFIEEMN  *2FIE
B#E Secretld # SecretKey ; EFFRIRAEREFEIL , IBRIESAPIREREARE , ENLEBEAAPEEO.

1. HiFRERFIE

EE—RERTAPIZE , BRI APIZERERAEREFIE. TEFIEEE Secretld 1 SecretKey :

Secretld FAF#rR APLERES®D
SecretKey FFINEEEF A EIIIRSS SSIRIOELS T FRABIEH,
FARYRFIERERESEIE , BRittiE.

REREFENERSERUNT :
1. BRIZE=TFEEEPUEHSE.
2. BIfEAPIEZSRRIEHI S TUE
3. E=APIZSHINE , =i [#2] RIRTLABJZE —XJSecretld/SecretKey

pET=Y

| FREISRESTLUABRXY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

=T

: SFFGETH% , Az#F Content-Type: application/x-www-form-urlencoded ti¥4&=(. I FPOSTA% , BEIsZ#F Content-Type: application/json LAK

Content-Type: multipart/form-data FFRHHYIET | json IEHLBNARMBWSEOIY%IF | multipart ISR BRI SEOSHT | hZEOARREER json 180ER . &
=R mave Sint R

THURRSHEAT MXEAFIREAGITF , SEBNMESSANTEEE. FHIIRBETEILGIFIRNFANSE : Limit 70 Offset , £/ GET 75158,

BIZFFEY Secretld #0 SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEERER
AN TR HHEMIEIERES ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

HTTPRequestMethod : HTTP i&k75i% ( GET, POST ) , A7Rfls79 GET ;

CanonicalURI : URI 2#§ , API 3.0 EENIERAT (/) ;

CanonicalQueryString : &2 HTTP &K URL RENAFRFE , X}F POST iEK , EEATFRE , XWF GET 5K, W3 URL RIS (?) FEMNFHERNS &
RGIEUES : Limit=10&Offset=0, iF& : CanonicalQueryString &3 URL 4R7f3.

CanonicalHeaders : 258 ZHILEHER , ZPEE host 1 content-type FNLER , BAIMIABEXAELE S 5B B LIRS ESEKRNE—MEIILZ M. FHEMN
M - 1) 3KEB key # value H—Hep NG , HEHERTIE , X8R key:value\n 18T(HHE ; 2) SASKER | 1RIRLER key (/NE ) IOFEEHERTHHE, A4

73 1 content-type:application/x-www-form-urlencoded\nhost:cvm.gsesgpucloud.com\n

SignedHeaders : £25&ZR0LEMER | RIBLLRIEREPLLESE5TES , 1 CanonicalHeaders BERILEBRBE—RIMAY, content-type 1 host Joi4i%k
SLEB, HEEERIM : 1) SLEB key F—ER/NG | 2 ) Z40LEE key (B ) IREBFEHHFHTHEE , FEUSS () DR, WHFIFH : content-type;host
HashedRequestPayload : IEKIEXRIGEE , iHE/55 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5k&EANEX payload i SHA256
1a% , RE+\HHRED  RRRBRERINEFR. T8 : 3T GET 53K , RequestPayload EEAZTFHFE , XJF POST i53K , RequestPayload Bijg HTTP
BKIEX payload.

IRIELA LR, BIPERIIEIERBUT T RmEHT , \n BTFBE BRI —78K) -

IR : (IZE=FE %345
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.gsesgpucloud.com

content-type;host

e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. PSS B F/R
AT S E

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &8&% , BRIEER TC3-HMAC-SHA256 ;

e RequestTimestamp : iEKAJEE, , BRiBKLERAY X-TC-Timestamp BUE , W0 LRFliE®RA 1539084154 ;

=itz ( BARAD)

* CredentialScope : EIEBE , #8x/9 Date/service/tc3_request , SR HHA. FHERAIRSILLEFRE (tc3_request ) . Date Jg UTC fRERNENBRA , BUER
BEMRHSH X-TC-Timestamp #E8EA9 UTC FRERIEIRRE—H ; service AF-RE , YRSREAIF=RIRE—E , g0 cvm, 1 ERAlER , BUEA 2018-10-

09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALSBRHHZFIENSEIEKEHIIEEE , ITESES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date ZMASTENEL X-TC-Timestamp &85, BRFXJ9 UTC+0, MRMARSZAMHRES , FINF/\K |, BSEEXRMSE CEARY , B

26,

==
TEIR =

R AR
TERM. RIgATERDY 1551113065 , 7E4/\XART[ELZ 2019-02-26 00:44:25 , {BZIHHSEIRY Date BY UTC+0 RIAHARL/ 2019-02-25 , iAE 2019-02-

2. Timestamp WA HRIRFNE , BRHRRENDIRERNDRRSH , MREEESRDFHNSERY. MRKEEIILERERS |, FTESEIET—R

RIEE | IERGERY (REEZSHER ) .

IRIELA LR, ROIPEEINGESFHRUT (ATRREN , \n BTRBISRITEHI—TE8R) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. HESH
1) HERESEE , RBIT

SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

* SecretKey : [RIAf SecretKey ;
e Date : B Credential #ff) Date FEYEE. , 417wl , $92018-10-09 ;
e Service : B Credential #f§ Service FE¥EE , W LR, 3 cvm ;

2) itEEE , pLBIT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BILA EITEBEIRNRESZESA |
e StringToSign : A E2ITEEEINGFEEF/HE |

2.4. 4% Authorization
RN H&EHHE Authorization :

WRIERE - (2B =S

%6346 T
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Authorization =

Algorithm +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

e Algorithm : &8&75% , EES TC3-HMAC-SHA256 ;
e Secretld : ZAXIHAY Secretld ;

e CredentialScope : W EX , EIBEH ;

* SignedHeaders : X , 258 ZHLEES

e Signature : £&(&

HRIELAERI | RAIREEIRIES |

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582
db9e9bf4672ba50567dbal6c6ccfl74c474

RETENBERERINT

https://cvm.gsesgpucloud.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.gsesgpucloud.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: gsqy

3. &K M

TRESCRRIEN , FAE T ERAMANEHRD |, BRIECRERE

=R SRR
AuthFailure.SignatureExpire BEILE
AuthFailure.SecretldNotFound EREARE
AuthFailure.SignatureFailure HEHER
AuthFailure.TokenFailure token $EiR

AuthFailure InvalidSecretld FRAEE (2 AP ZHEEY )

4. ERER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

WS LB =TFE 58347 T0 #372@
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import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.gsesgpucloud.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.gsesgpucloud.com”;

String region = "gsqy";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FERK , ENESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkhkhhkk ./Ijg’;% 1 0 mg%mg@iﬁ*% Kdhkkkhhkhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&8Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// dkkkkkkhkkkkk ﬂ}g% 2 0 }#?%%Eg?ﬁ% dkkkkkkhhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// Kkkkkkkkkkkkk _/ljg;!% 3 o .’L.I_%E% Kkkkkkkkkkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkhhkhhkk .}jg’% 4 0 mg AuthOrization *kkkkkkhhkkhkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

WIS : (28 =Fa 28348
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Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BEIPSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.gsesgpucloud.com”

endpoint = "https://" + host

region = "gsqy"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# dhkkkkkkhhkkkkhk ﬁg% 1 0 m?ﬁmﬁiﬁ*% kkkhkkkhhkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkhkkkhkhk 53% 2 : ﬁ?%%%g?ﬁ% kkkkkkkhkkkkhk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# dhkkkkkhkkkkkhk ig% 3 : i-l—%%g *hkkkkkhkkkhkhk

# I ESERHER

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# dhkkkkkkhhkkkkhk 53% 4 : ﬁ?% Authorization kkkkkkkhkkkkhk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSERINZERKED

WIS : (28 =Fa 28349 I #3721
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headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

BREEH

WIS (B =FE $8350 ;0 #372@
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O BASTCE

ERUTEHAYE): 2025-04-01 17:27:12

1. IRS5HbE

s (Region ) RISVIEAIEEH OIMIEXEL, (ZERTFERMGERARIE F2REE | RIEAEESRARAREEISEEIRENE. ATIHELRE. 25 Tk

B, EERRERERIEE R,
ERTLUEE APLED EifFtiRSIR BESARRIETIE.

2. BIEHmY

{ZE=FE APL UFrEREOI9EY HTTPS #HTE(S | iREEReHNEERE

3. BKRA&
S HTTP 53k 7554

e POST (=)
* GET

POST i&3ks7#5#9 Content-Type 28! :
e application/json (#EfF ) , W/RfER TC3-HMAC-SHA256 &2 7574,
* application/x-www-form-urlencoded , #7fsF HmacSHAL &% HmacSHA256 &&75i%.

* multipart/form-data ({RERDHEOIE ) |, KRER TC3-HMAC-SHA256 &7,
GET IBKRANERBA/NAREEBIT 32 KB, POST iEkEHSERET5 AN HmacSHAL, HmacSHA256 RIAS#RIT 1 MB, POST iEkFERER iR TC3-HMAC-SHA256 A

4% 10 MB,

4. FRIImES

I9fEFUTF-84w%3.,

£372m
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IR[EIZER

BRILEFATE: 2025-04-01 17:27:12

IEfER AR
IR SRR CIE B AURASIE (DescribelnstancesStatus) 2017-03-12 KAl , EVAFBALT) , ELPTAEROEEATT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34bbclc”

* Response REMNEBH Requestld REEMNFER , TICIHEKRHEINESE , RE APIQET |, MSERIRE,

e Requestld FBF— AP iEKIOME—FRIR , W05R API HIISE |, ATLABAERRA] | FHEMIZ ID KRR,

° [RTEENFER , ERAEMENEYNFE , ARAEOMRENFERS MEOXAEFRRIEN. HFIFRY TotalCount # InstanceStatusSet 3579
DescribelnstancesStatus #[ENXFER , HTFEABRNAFPEIIESERIRSEELH] , Bt TotalCount FEIER FANRENES 0, InstanceStatusSet FI&RA
z=,

TEIRIREIEER
SRS, EEEHERRTT -

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)2
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

o Error HIIREZEZIERIFAELW. Error ZERERIEMERAY Code 1 Message FERIEERLMAT 2L EREIRT.

e Code FRREMMEAERG , HiEKH BN LCRIBZERIBEA RS MR A R S IREY IR EEE R I MR EFFRS R,
* Message Bt TIXMERRENENRRR , BEUSERRARMN | IEXATTRESEERSTEREN , AP AKX MR EIE,

¢ Requestld FBF— APLiEKHOME—FRIR , W05R API HIISE |, ATLABAERRA] , FHEMIZ ID KRR,

NHIEIRS

IREIZERPINSRFA Error FE , MZFAR APLEOKM. Error R Code FRRFMEIRMG , AT SEHATREHIAEIRIBANHIERIG , TRIIM T AHLER

FHIRMG fEREA

AuthFailureInvalidSecretld FIHEE (2= APLE$HEEY ) .

AuthFailure.MFAFailure MFA &g,

AuthFailure.SecretldNotFound BRI,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEHER,

AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation EREK CAM 1Y,

DryRunOperation DryRun #4E , RFBEKRIGEZMIIN , RESET DryRun 2%,

WS LB =TFE 58352 70 #372@W
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FHIRED

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WIS : 2B S

HHIRIEA

SIS SR
PIEBREEIR.
BONMFE.
SHEER.
SHEYEHR.
RIS ECABR .
BROSHEIR.
BORARFE.
TEREOREEIS T SpRA.
B G A,
BFEARE.
HFMTE.
HEAAA.
RIRIUR(E.
RANSEIER.
BT,

http(s)iEKIMUEIR . R32#F GET 1 POST 1K,

BOARSTISATE I,

=itz ( BARAD)
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sle
HSH

ST EAYE): 2025-04-01 17:27:12

o

N

AHSHERTIPRBFTHEOSNENNSE, HE | A MEORIRAEOXE P ABXLSHH TR , EERERIOTEETXLSY , FRIEFREER.

BRAEV3
{3 TC3-HMAC-SHA256 EE 7550 , AHSHFEESR—KEI HTTP Header i53KLE0H , 40F :
SEETR =il wiE R

X-TC-Action Strin o BENEOBIR. BESEEOSXERRASHAHSE Action §9iREE. HIIN=IRSESMEIASLAIZIZFRED , BUER
9 = Describelnstances,

X-TC-Region String o MRS, FsRIMRE ZREMERAIEUE. BOESHNEREES E R OSXSTMASE NS Region HUIKEE, TR :

= RUEOARATEERZSE , BONEPEXILRRREE | AT EMEERZS B ASER.

X-TC- La7 UNIX BHia&; , alicsA&#e APLiEKAORTIE], IE0 1529223702, iFE : R SRS HBMAEHEERESSH , £3RESKT

Int
Timestamp nieger HASEIR,

Hm

X-TC-Version  String #ZFRY APLBORRAE, EVESEREOXEPANSAELSE] Version A3REA, FIAN=ARSS2_AMRA 2017-03-12,

o

HTTP $RES WAL ERRES |, gD

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

He,

- TC3-HMAC-SHA256 : &% 75i% , BRIEERIZE ;

- Credential : &% , AKIDEXAMPLE &£ Secretld ; Date & UTC fRARTBIIEE , BUEZEMAILSE X-TC-Timestamp
#ER UTC FRERtiB BER—3 ; service AF=mE , WS ERRSmIEE—5 , fltlcvm ;

- SignedHeaders : 258 &1+ ERILEHMER |, content-type F host J9wbiseskEp ;

- Signature : EZFE,

el

Authorization  String

IREHEB TR Token |, FELSIGRSZEIE—ERMER. IIRITEEF Token FEEHSIERSBAROKIN, KPEZHEAFE

X-TC-Token String Token

iyl

BEBHiE V]

{8 HmacSHAL 71 HmacSHA256 E&75iAR , AHSHFER—HMEEKRSEF , T

SER ESicl Wik R
Acti . = BEREOER., ESEROGYFRMASEATLSH Action ROREE, GIINIRIRSHRIERSAZIFRED , BUES
ction String 2

Describelnstances,

WIS, FSRIRRA BRI MERIEE. HORZAEEESE RO RTMASHATSE Region 95, i

Region MG R s Ammemnes , BOXREATIEINE | SRR S MR,

Timestamp Integer 2 4 UNIX FIaRE , ANESAIE AP SRAORTEL BIf11529223702 , MR SLAEHIEETA | 23 ESRTMER,
Nonce Integer =& FEHLIEEEEL , 5 Timestamp BX&#ER , BT LLEMINE.

Secretld String = E;?::E’THJ:EE%EQﬁiR%ﬁE(J Secretld , —* Secretld XIRME—HY SecretKey , M SecretKey &AM IBERER
Signature Sting | B BRES, BRGEIAERNALY  BERPIRESOBASHITEEE, RS S RO,
Version Sting | B MER) APLROIRA, BUBSEEIISRR ASALEN Version A, FIIEIRSEEA0IRA 2017-03-12,

E&H , BEsZEF HmacSHA256 1 HmacSHAL, RBEIEESE09 HmacSHA256 BT , {88 HmacSHA256 &&%E

. ) -

SignatureMethod String & T2 B R HmacSHAL IIFEE,

Token String = IGEHEBETFER Token |, FEESIGRIZE—RMER. IGRIEHEH Token FEENHDSERFZBAEORE., KBEZHR
ZEE Token ,
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iR

iz (Region ) RIEVIEAVEIEROAIMIERY, (ZEFERMNERIEARMEZ ATLRE  REFARBERDRAEEIREEIRENE. ATIHEHENE, BeTEE
B, @ERRREREE PRI,

ERTLUEE APLED EifFtiRsIR BEARIETIE.

=imfEfEREO
IRINEREIRFE
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BIAE#ATE: 2025-04-01 17:27:12

=z NN
1. Z=OfEA
OBk © monitor.api3.gsesgpucloud.com,
SRENEREIRFE
EONEOIBRIRERIRS] : 200%/7D,
EOEFATE : 2022-10-24 18:12:59,

BEORKSETEN,

2. NS

IIFERSHGIRGIH T ZOBERSEHO 1Y RBAHSHGIRDATLERS,

SHER WA FEVFNULL ESit) )0
Action = = String NG
Version = = String N
Region 2 & String NHESH
. WS anE=E

Namespace = = Strin —

P = = 9 e

. . =T
MetricName = = Strin _
= = 9 A
A s
3. mHESE

BB ESit) R

EIRERIRER RS IR

MetricSet MetricObject
B wE  EE
Requestld String
H >0
4. %EIBEE%
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